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Access Control

DAC

Confidentiality , Integrity
A Authorized to read A Authorized to write
DAC is too flexible ., Weakness of DAC: Trojan horse example
UserC
A ACL ¢owner of File~

A:r CwantsAto read,
but notB

\executes
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write

| B can read contents of file F copied to file GI
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ACLs In distributed systems

A ACLgomprise lists ofisers(or groups
0 ACLlentry =user(or group) nametights

A Where usersand groups are defined and registered within some
administration domain

A Without group names ACLs may become unmanageable, long
lists ofusers.

A Within the administration domain where a group and its
constituentusersare registered, a group name can be
expanded into a list afisers for checking

A Howcangroup name®e used outside the domain where the
group is registered

A We generalizgroups to roles and considesle-based access
control (RBAQ
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Access Control

Rolebased access contrgRBAC)

A Servicesnay classify theiclientsinto namedrolese.g

0 loginserviceloggedin-user(after authenticatior)

0 patientmonitoringservice surgeon, doctaornurse,patient
0 onlineexam servicecandidate, examiner, chiegxaminer
O digitallibrary servicereader, librarian,administrator

A Accessights (privilegesare assigned to roles for use of services (method
Invocation) omore fine-grained access to individual objectisbroad
categories of object managed bysarvice

A Scopeof role namednaybe thelocal domain of the service, or some role
names may berganizationwide, across federatedomains

e.g salesmanagerused in all branches of a worldide company
police-sergeantused in all of the 52 UK county policgces
NHS-doctorused throughout the UK NHS
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RBAC
(Rolebased Access Control)

A RBAC models definerale as a job function
within an organization



RBAC

Access Control

A RBAC models decouple the user from the resource
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Users have
access to
at least
one role.

They assume
one role at
a time.

Roles
ystem Each role
min | has

defined
rights.

Normal 4’

User
Processes
(subjects)
only have

Limited the access
rights of
the role

Student| they were
invoked
from.
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Access Control

RBAC

~
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A role-permissionrelationships can be predefinedhich makes it simple to

assign users to the predefined roles.
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Access Control

Roles INSELINnuXx

$ seinfocr

Roles 14
auditadm_r
dbadm _r
guest r
staff r
user_r
logadm_r
object_r
secadm_r
sysadm r
system _r
webadm _r
xguest_r
nx_server_r
unconfined r

$id-Z
system_uunconfined runconfined_t:sO

$1s-Z lusr/bin/ passwd
-rwsr-xXr-x. rootroot system_uobject r.passwd_exec_t:sQusr/bin/ passwd

$Is-Z letc/shadow

$ls-Z letc/ passwd
-rw-r--r--. root root system_uobject r.passwd_file t:sOetc/passwd

$ps-Z

LABEL PIDTTY TIME CMD
system_uunconfined runconfined t:sO 22345 pts/0 00:00:00 bash
system_uunconfined runconfined t:sO 22926 pts/0 00:00:@3
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Access Control

RBAC

A Administration: note the separation:
principalsi > roles rolesi > privileges

A Service developenseed only specifputhorizationin terms of roles
independentlyof the administration of principals
e.g. annual student cohort, staff leaving gothing

>

Usersare authenticated as always and must algoovetheir rightto
acquire/activatea role They thus prove they amithorizedto use a service

>

Comparewith ACL< like ACLs containing only group names.

Compare withcapabilitiesg can a capability that proves roleembership be
engineere®

RBAC seems promising for fasthorizationchecking.

>

>
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Access Control

RBAC

Roles araisedto reduce the number of entitlements that must be managed

A
A Arole is a named collection of other entitlements
A If many users need the same set of entitlements, it can be simpler to define a role

that includes those entitlements and assign it, rather than the individual
entitlements, to the relevant users.

Entitlements Entitlements

Browse Browse
Vendors Vendors

Add Add
Vendors Vendor Vendors
Management

Delete Delete
= Vendors Vendors

Edit Edit
Vendor Payment Vendor
Management

Browse Browse
Payments

Add
Payments

Cancel
Payments

Complex!




Access Control

Parametrizedroles

Roles may bparametrizedfor fine-grained access control to capture:

relationshipsbetween principals:
Policyd2yteé GKS R2O00U2NJ GNBFGAYy3I | LI GAS)
0 e.g.treating-doctor (hospitatID, doctorID, patient-ID )

patientsand others may expresscclusionasauthorizationpolicy
0 e.g.doctor(doctorID)
Policyd s KSNBE R2O0G2NJ Aad y20 {KALYIYEZ agl

Comparewith ACLs containing only groups, with exclusions of individual
members

0 semanticof precedence of evaluation in ACLs has always been a difficult area.
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Access Control

RBAC

A Definerolesand then specify access control rights for these roles, rather
than for subjects directly.

Department
Chair

Administrative Lab System Undergraduate Graduate
Manager Manager Administrator TA A

/

Secreta Lab Backup Undergraduate Graduate
o Technician Agent Student Student

Technical Faculty Student
Personnel

Department
Member

)

-_—

[ Accountant

S

Administrative
Personnel

-_—
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RBAC

Users

A based on theolesof users
In a system rather than the
dza SNDR& ARSYUOAGE

a job functionwithin an
organization

A RBAC systems assign access
rights torolesinstead of
individual users

A users are assigned to
differentroles, either
statically or dynamically,
according to their
responsibilities

Computer security & OS lab, DKU
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ROLES
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RBAC

A user has access to an
objectbased on the
assigned role.

Roles are defined based
onjob functions

Permissions are defined
basedon authorities and
responsibilities of a job.

Operations on an object
are invocated based on
the permissions



Access Control

RBAC Models

A Role:A named job function within the organization that controls this
computersystem

0 One user may have multiple roles, and multiple users may be assigned to a sing
role.

A Permissionaccess right, privilege, authorization

A SesSsIonA mapping between aserand an activated subset of the set of
rolesto which the user isissigned

~

0 Asessions used to define &mporaryone-to-many relationship between a user
and one or more of the roles to which the user has been assigned.

0 The user establishessessiomwith only the roles needed for a particular task;
this is an example of the conceptlefst privilege

SessiongEachsessions a mapping obne userto possiblymany roles
1 User Sessions: The mapping of usento a set of sessions.
1 Available Session Permissions: Permissions available to a user in a session.
I Session Roles: The mapping of sessmmto a set of roles

O«
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Access Control

Scope RBAC Models

(RH)
Role Hierarchy

N/

(/4] (P4)
ser Assignmen Permission
-—>

Assignment

Permissions

user Sessions session roles

Themanyto-many relationships between users and roles and
betweenroles andpermissions provide #exibility and granularity
of assignment not founth conventionaDAC schemes

Models Hierarchies Constraints
RBAC, No No
RBAC, Yes No
RBAC, No Yes
RBAC, Yes Yes

Computer secur



RBAC Models

A Role hierarchiesenable on role to
inherit permissions from another role

A Constraintsrestrict the ways in which
the components of a RBAC system may be

configured

ROLE
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(UA) User
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Access Control

RBAC3
Consolidated model

/\

RBAC; RBAC,

Role hierarchies Constraints

\/

RBAC,
Base model

(a) Relationship among RBAC models

(RH) Role
Hierar chy

Oper-
ations

(PA) Permission
Assignment
Permissions

session_oles

(b) RBAC models

Figure 4.8 A Family of Role-BasedAccess Contol Models.
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Access Control

RBAC Models

RBAC3;
A RBA@ Base model Consolidated model
0 User, roles, permission, session /\
RBAC;, RBAC,
Role hierarchies Constraints
A RBAC: Role Hierarchies ~__
0 Allow inheritance RBAC,
Base model
A RBA@ COﬂStraintS (a) Relationship among RBAC models
0 Mutually exclusive rolesé¢paration of dutiek
0 Cardinality (e.g., only one manager per project, only a certain number of roles f
each user)
0 Prerequisite (You must have a subordinate bdlows implementation ofeast
privilege

A RBAG: RBAC+ RBAL
0 Combining hierarchies with constraints
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Access Control

RBAC1 (Role Hierarchies)

A Subordinate roleare lower in the diagram.

A Aline between two roles implies thahe upperrole includes all of the access
rights of the lower role, as well as oth&ccess rightaot available to the
lower role

A Onerole caninherit access rights frormultiple subordinateoles.

A ProjectLeadrole includes albf the .
access rights dProductionEngineer /\
role and ofQualityEngineerrole. Project Lead 1 Project Lead 2

A More than one role can inherit from /\ /\
the same SUbordlnate rO]e Production Quality Production Quality

(‘j BOth PrOdUCtionEngineeﬂ'Ole and Engineer 1 Engineer 1 Engineer 2 Engineer 2

Quality Engineerole include all of
the access rightsf Engineer role Engineer 1 Engineer 2

Additional access rights are also \/
assigned to thd’roduction Engineer

Role and a different set of additional Engincering Dept
access rights are assignedti®
QualityEngineer role.

O«
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Access Control

Hierarchical Roles (RBAC1)

PrimaryCare Specialist? User inheritance

physician Phvsician ¢ r12r2 means every user that is a
member of rl is also a member of r2

A Permission inheritance

¢ rl12r2 means every permission that is
Physician authorized for r2 is also authorized r1

Supervising

Health-Care Provider Engineer

A Activation inheritance /\

¢ rl?2r2 means that activating rl
will also activate?2 Hardware Software

Engineer Engineer
A Permission and Activation \
Inheritance have different effect

when there are constraints about .
activation Engineer
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Access Control

RBAC2 (Constraints)

provide a means of adapting RBAC to the specifics of administrative and
security policies of an organization

a defined relationship among roles or a condition related to roles

Types

mutually exclusive
roles

Fa user can only be
assigned to one role
in the set (either
during a session or
statically)

Fany permission
(access right) can be
granted to only one
role in the set

cardinality

£ setting a maximum
number (of users)
with respect to roles

Fcan impose a
constraint on the
number of roles that a
user is assigned to

prerequisite roles

£ dictates that a user
can only be assigned
to a particular role if it
Is already assigned to
some other specified
role

A user must be a
student before having
the DKU role

Computer security & OS lab, DKU
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Access Control

RBAC2€Constraints

A Example constraints

0 Mutual exclusionMutually exclusive roles)

A This constraint supports separation of duties and capabilities within an
organization

A The purpose is to increase the difficulty of collusion among individuals of
different skills or divergent job functions to thwart security policies

1 StaticExclusion: No user can hold both roles
w often referred to asStatic Separation of Dutgonstraints
w Preventing a single user from having too much permissions

T Dynamic Exclusion: No user can activate both rinleése session
w Often referred to a®ynamic Separation of Dutgonstraints
w Interact with role hierarchynterpretation

0 Precondition: Must satisfy some condition to be member of some role
1 E.g., a user must be an undergrad student before being assigndaiktberole
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Access Control

RBAC2Constraints

A Example constraints

0 Cardinality
I On UsefRole Assignment
w at most k users can belong to the role

w at least k users must belong to the role
w exactly k users must belong to the role

T On activation
w at most k users can activate a role
w X

A Constraints are used fdaying out higher level organization policy

0 Only a tool for convenience and error checking when admin is
centralized

1 Not absolutely necessary if admin is always vigilant, as admin can check al
organization policies are met when making any changes to RBAC policies

0 A tool to enforce higHevel policies when admin is decentralized
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The NIST RBAC Model

RBAC System and Administrative Functional Specification

supporting

administrative review

: system :
functions / fur)1/ ol / functions /
 provide the  provide functions  provide the
capability to for session capability to
create, delete, and management and perform query
maintain RBAC for making access operations on
elements and control decisions RBAC elements

relations and relations



Access Control

NISTRRBAQC Medel

Separation of Duties (SD)

A Enforces conflict of interest policies
employed to prevent users from
exceeding a reasonable level of authorit
for their position.

Computer security & OS lab, DKU
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