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Access Control

DAC
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¸ Confidentiality

Â Authorized to read

¸ DAC is too flexible

¸ Integrity

Â Authorized to write

¸ Weakness of DAC:  Trojan horse example

User C
ςowner of File F

Cwants A to read, 
but not B

AŎŀƴ ǎǳōǾŜǊǘ /Ωǎ 
policy.



Access Control

ACLs in distributed systems 

Â ACLs comprise lists of users (or groups)
ǒACL entry = user (or group) name, rights

Â Where users and groups are defined and registered within some 
administration domain.

Â Without group names ACLs may become unmanageable, long 
lists of users.

Â Within the administration domain where a group and its 
constituent users are registered, a group name can be 
expanded into a list of users, for checking.

Â How can group names be used outside the domain where the 
group is registered?

Â We generalize groups to roles and consider role-based access 
control (RBAC) 
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Access Control

Role-based access control (RBAC)

Â Servicesmay classify their clientsinto named rolese.g.

ǒ login service: logged-in-user(after authentication)

ǒ patient monitoring service: surgeon, doctor, nurse, patient

ǒ online exam service: candidate, examiner, chief examiner

ǒ digital library service: reader, librarian, administrator

Â Access rights (privileges) are assigned to roles for use of services (method 
invocation) or more fine-grained access to individual objects or broad 
categories of object managed by a service

Â Scope of role names may be the local domain of the service, or some role 
names may be organization-wide, across federated domains

e.g. sales-managerused in all branches of a world-wide company

police-sergeantused in all of the 52 UK county police forces

NHS-doctorused throughout the UK NHS
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RBAC

(Role-based Access Control)

Å RBAC models define a role as a job function 
within an organization



Access Control

RBAC

Â RBAC models decouple the user from the resource

ǒ¦ǎŜǊΩǎ ŎƘŀƴƎŜ ŦǊŜǉǳŜƴǘƭȅΣ wƻƭŜǎ ŘƻƴΩǘ
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Access Control

RBAC

Â aŀƴȅ ƻǊƎŀƴƛȊŀǘƛƻƴǎ ōŀǎŜ ŀŎŎŜǎǎ ŎƻƴǘǊƻƭ ŘŜŎƛǎƛƻƴǎ ƻƴ άthe roles that 
ƛƴŘƛǾƛŘǳŀƭ ǳǎŜǊǎ ǘŀƪŜ ƻƴ ŀǎ ǇŀǊǘ ƻŦ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴέΦ

Â role-permission relationships can be predefined, which makes it simple to 
assign users to the predefined roles. 
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Access Control

Roles in SELinux

$ seinfoςr

Roles: 14

auditadm_r

dbadm_r

guest_r

staff_r

user_r

logadm_r

object_r

secadm_r

sysadm_r

system_r

webadm_r

xguest_r

nx_server_r

unconfined_r
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$ id -Z

system_u:unconfined_r:unconfined_t:s0

$ ls -Z /usr/bin/ passwd

-rwsr-xr-x. root root system_u:object_r:passwd_exec_t:s0 /usr/bin/ passwd

$ ls -Z /etc/shadow

----------. root root system_u:object_r:shadow_t:s0    /etc/shadow

$ ls -Z /etc/ passwd

-rw-r--r--. root root system_u:object_r:passwd_file_t:s0 /etc/passwd

$ ps-Z

LABEL                             PID TTY          TIME CMD

system_u:unconfined_r:unconfined_t:s0 22345 pts/0 00:00:00 bash

system_u:unconfined_r:unconfined_t:s0 22926 pts/0 00:00:00 ps



Access Control

RBAC

Â Administration: note the separation:

principals ï> roles,        roles ï> privileges

Â Service developers need only specify authorization in terms of roles,

independently of the administration of principals

e.g. annual student cohort, staff leaving and joining

Â Users are authenticated, as always and must also prove their right to 
acquire/activate a role. They thus prove they are authorizedto use a service

Â Compare with ACLsςlike ACLs containing only group names.

Â Compare with capabilitiesςcan a capability that proves role membership be 
engineered?

Â RBAC seems promising for fast authorization checking. 
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Access Control

RBAC

Â Roles are used to reduce the number of entitlements that must be managed.

Â A role is a named collection of other entitlements.

Â If many users need the same set of entitlements, it can be simpler to define a role 
that includes those entitlements and assign it, rather than the individual 
entitlements, to the relevant users.
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Access Control

Parametrized roles

Â Roles may be parametrized for fine-grained access control to capture:

Â relationshipsbetween principals:

Policy: άƻƴƭȅ ǘƘŜ ŘƻŎǘƻǊ ǘǊŜŀǘƛƴƎ ŀ ǇŀǘƛŜƴǘ Ƴŀȅ ŀŎŎŜǎǎ ǘƘŜ ƳŜŘƛŎŀƭ ǊŜŎƻǊŘέ

ǒ e.g. treating-doctor ( hospital-ID, doctor-ID, patient-ID )

Â patients and others may express exclusionsas authorization policy

ǒ e.g. doctor (doctor-ID)

Policy: άǿƘŜǊŜ ŘƻŎǘƻǊ ƛǎ ƴƻǘ {ƘƛǇƳŀƴέΣ άǿƘŜǊŜ ŘƻŎǘƻǊ ƛǎ ƴƻǘ ғȄҔ όŀ ǊŜƭŀǘƛǾŜύέ

Â Compare with ACLs containing only groups, with exclusions of individual 
members

ǒ semantics of precedence of evaluation in ACLs has always been a difficult area.
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Access Control

RBAC

Â Define roles and then specify access control rights for these roles, rather 
than for subjects directly.
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Access Control

RBAC

Å based on the rolesof users  
in a system rather than the 
ǳǎŜǊΩǎ ƛŘŜƴǘƛǘȅ

Å RBAC models define a role as 
a job function within an 
organization

Å RBAC systems assign access 
rights to rolesinstead of 
individual users 

Å users are assigned to 
different roles, either 
statically or dynamically, 
according to their 
responsibilities
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Access Control Matrix Representation of RBAC

RBAC
¸ A user has access to an 

object based on the 
assigned role.  

¸ Roles are defined based 
on job functions.

¸ Permissions are defined 
based on authorities and 
responsibilities of a job.

¸ Operations on an object 
are invocated based on 
the permissions.



Access Control

RBAC Models

Â Role: A named job function within the organization that controls this 

computer system

ǒ One user may have multiple roles, and multiple users may be assigned to a single 
role.

Â Permission: access right, privilege, authorization

Â Session: A mapping between a userand an activated subset of the set of 

roles to which the user is assigned

ǒ A sessionis used to define a temporaryone-to-many relationship between a user 
and one or more of the roles to which the user has been assigned. 

ǒ The user establishes a session with only the roles needed for a particular task; 
this is an example of the concept of least privilege.

ǒ Sessions: Each sessionis a mapping of one user to possibly many roles

īUser Sessions: The mapping of user u onto a set of sessions.

īAvailable Session Permissions: Permissions available to a user in a session. 

īSession Roles:  The mapping of session sonto a set of roles 
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Access Control

Scope RBAC Models

The many-to-many relationships between users and roles and 
between roles and permissions provide a flexibility and granularity 
of assignment not found in conventional DAC schemes.
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Access Control

Permissions

(a) Relationship among RBAC models

(b) RBAC models

RBAC0

Base model

RBAC3

Consolidated model

RBAC1

Role hierarchies

RBAC2

Constraints

Figure 4.8   A Family of Role-Based Access Control Models.
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Å Role hierarchies: enable on role to 
inherit permissions from another role

Å Constraints: restrict the ways in which 
the components of a RBAC system may be 
configured



Access Control

RBAC Models

Â RBAC0 : Base model

ǒ User, roles, permission, session

Â RBAC1 : Role Hierarchies

ǒ Allow inheritance

Â RBAC2 : Constraints

ǒ Mutually exclusive roles (separation of duties)

ǒ Cardinality (e.g., only one manager per project, only a certain number of roles for 
each user)

ǒ Prerequisite (You must have a subordinate role ςallows implementation of least 
privilege)

Â RBAC3 : RBAC1 + RBAC2
ǒ Combining hierarchies with constraints 
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Access Control

RBAC1 (Role Hierarchies)
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Â Subordinate roles are lower in the diagram. 

Â A line between two roles implies that the upper role includes all of the access 
rights of the lower role, as well as other access rights not available to the 
lower role.

Â One role can inherit access rights from multiple subordinate roles. 

Â Project Lead role includes all of the 
access rights of Production Engineer 
role and of Quality Engineer role.

Â More than one role can inherit from 
the same subordinate role.

ǒ Both Production Engineer role and 
Quality Engineer role include all of 
the access rights of Engineer role

ǒ Additional access rights are also 
assigned to the Production Engineer 
Role and a different set of additional 
access rights are assigned to the 
Quality Engineer role.



Access Control

Hierarchical Roles  (RBAC1)
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Â User inheritance

ς r1²r2 means every user that is a 
member of r1 is also a member of r2

Â Permission inheritance

ς r1²r2 means every permission that is 
authorized for r2 is also authorized r1

Health-Care Provider

Physician

Primary-Care
Physician

Specialist
Physician

Engineer

Hardware
Engineer

Software
Engineer

Supervising
Engineer

Â Activation inheritance

ς r1²r2 means that activating r1 
will also activate r2

Â Permission and Activation 
inheritance have different effect 
when there are constraints about 
activation.



Access Control

RBAC2 (Constraints)
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Â provide a means of adapting RBAC to the specifics of administrative and 
security policies of an organization

Â a defined relationship among roles or a condition related to roles

Â Types

mutually exclusive 
roles

Ɇa user can only be 
assigned to one role 
in the set (either 
during a session or 
statically)

Ɇany permission 
(access right) can be 
granted to only one 
role in the set

cardinality

Ɇsetting a maximum 
number (of users) 
with respect to roles

Ɇcan impose a 
constraint on the 
number of roles that a 
user is assigned to

prerequisite roles

Ɇdictates that a user 
can only be assigned 
to a particular role if it 
is already assigned to 
some other specified 
role

ɆA user must be a 
student before having 
the DKU role



Access Control

RBAC2: Constraints
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Â Example constraints
ǒMutual exclusion (Mutually exclusive roles)

ÁThis constraint supports  separation of duties and capabilities within an 
organization

ÁThe purpose is to increase the difficulty of collusion among individuals of 
different skills or divergent job functions to thwart security policies

īStatic Exclusion: No user can hold both roles
ωoften referred to as Static Separation of Duty constraints

ωPreventing a single user from having too much permissions

īDynamic Exclusion: No user can activate both roles in one session
ωOften referred to as Dynamic Separation of Duty constraints

ω Interact with role hierarchy interpretation

ǒPre-condition: Must satisfy some condition to be member of some role

īE.g., a user must be an undergrad student before being assigned the DKU role



Access Control

RBAC2: Constraints
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Â Example constraints
ǒCardinality

īOn User-Role Assignment

ωat most k users can belong to the role

ωat least k users must belong to the role

ωexactly k users must belong to the role

īOn activation

ωat most k users can activate a role

ωΧ

Â Constraints are used for laying out higher level organization policy

ǒOnly a tool for convenience and error checking when admin is 
centralized

īNot absolutely necessary if admin is always vigilant, as admin can check all 
organization policies are met when making any changes to RBAC policies

ǒA tool to enforce high-level policies when admin is decentralized



The NIST RBAC Model

administrative 
functions

Ɇprovide the 
capability to 
create, delete, and 
maintain RBAC 
elements and 
relations

supporting 
system 

functions

Ɇprovide functions 
for session 
management and 
for making access 
control decisions

review 
functions

Ɇprovide the 
capability to 
perform query 
operations on 
RBAC elements 
and relations

RBAC System and Administrative Functional Specification



Access Control

NIST RBAC Model
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Separation of Duties (SD)
Å Enforces conflict of interest policies 

employed to prevent users from 
exceeding a reasonable level of authority 
for their position.


