Introduction to Software Security

The 13t Quiz (6¥ 9Y/10Y £ LY )

Computer Security & OS Lab
Dept. of Software Science, DKU

Cho, Seong-je (Z‘dH|)

Spring, 2020



4.

Answer the following three questions

Explain three main differences between AES algorithm and SHA-1 algorithm
(B19) AES ¥ 12| F 1t sHA-1 ¥ 12| F ALO[2] =8 XO[H 37tX| & EEoIA| 2.

Why is a cryptographic hash function better than a public key cryptography for storing passwords
securely?

(H1Y) WARES QHHSHA HESH7| ot BRI E, Il 7| Y= 7| YL 2ot X SA| S =71 O L2 X[0f THSH
2HOIA[L,

What is the difference between weak and strong collision resistance in cryptographic hash functions?
(HF) YzZerH SHA| eh=0|M ot 5= 2|O|Qt Aot 5= 2|0|2| X10[HS 2| 2.

Which is better (or more secure) of MD5 and SHA-2 hash algorithms? Why?
() MD52f SHA-256 SO A O 22| F0| B L27F? 1 0|7 &2
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Solving & Writing

® Solve the question individually (by yourself).
m You must write a report including the answers to the quizzes by yourself.

m No cheating

® The cover page of the report must include
m Title (K| =): “The 13t Quiz of Intro. to SW Security”
n 2z =3
m Student name, Student number

m Date of submission

® Deadline

m Submit your report by 15% June
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Submission

® File naming of the answer report for the 13t Quiz
m ISS(=%h _qz13 0| =M1 mmdd
m If you are in the 2" class, name = “M £ X|”, student number = 32171234,
submission date = 12t" June, then the filename for this Quiz is
1SS(2)_Qz13_TX|_32171234_0612

® Submit your report to TA by email.
m Email title: “SWECHHE(FE}) 13 quiz EC K=~
® The title for the 2" class: “SWE.Qt7} £ (2) 138 quiz Bt X| &~
® The title for the 3™ class: “SWE. Q7 £(3) 13H quiz &2t M| =~

m TA: 25Xl (Seungjae Han) googgkstmdwo@naver.com
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