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e Motivation
e Background

e Android Auto, Apple CarPlay

e Bluetooth HCI Snoop Log-based Forensic Investigation on a Smartphone paired
with an Android-based Audio Video Navigation System

e Android-based Audio Video Navigation System Forensics

® Summary
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Terminology

e AVN: Audio Video Navigation
e CAN: Controller Area Network
® CDR: Crash Data Retrieval
e ECU: Engine Control Unit
m also known as Engine Control Module — ECM
e EDR: Event Data Recorder
e |VI: In-Vehicle Infotainment
= In-Car Entertainment (ICE)
e OBD: On-Board Diagnostics
= malfunction indicator light (MIL) onboard, diagnostic trouble codes (DTCs)

e RNS: Radio Navigation System
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Motivation
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Motivation

e When a vehicle is involved in a crime scene (e.g., drink driving) or a terrorist

attack, ...

n GPS ' E 2 Navigation §EE &850, (AI=0]) = ot Xt2o| Ol =2 & nhefe =
ol
AA O

e \ehicles are fast becoming an important source of digital evidence in a criminal
investigation.

= Modern-day vehicles store a range of (digital) information,
® driving-related data (e.g. recent destinations, favorite locations, routes),
® personal data (e.g. call logs, contact lists, SMS messages, pictures, and videos), and

® other communication data (e.g. digital content sent to and from the devices in, or part of, the
vehicle, to other “Things” or nodes in a smart vehicle or city network).
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Motivation
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Background of Digital Forensics

e Digital forensics is the field of forensic science that is concerned with retrieving, storing
and analyzing electronic data that can be useful in criminal investigations.

m This includes information from computers, hard drives, mobile phones and other data storage
devices.

m Digital forensic investigations include the identification, preservation, acquisition, verification,
analysis, and reporting of data.

® InJune 2016, the “Scientific Working Group on Digital Evidence”
(https://www.swgde.org) published a “‘Best practice guide for vehicle infotainment and
telematics systems’’ for evidence preservation and evidence handling.

e NIST’s 4-phases forensic model

Collection Examinatior>; Analysis >> Reporting

Media sy D12 gy INfOrmation ==——p- Evidence
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Background of Automotive Digital Forensics

The definition of digital forensics has expanded from involving just computers to include all digital
devices that can store, process, or transmit data, a shift that leads to increased complexity.

For example, when it comes to vehicles, file formats and OSs differ in ECUs making it challenging to
create unified standards and tools; and vehicle IVNs consist of many interconnected devices
communicating using different communication protocols.

This figure shows some examples of potential entry points that can be of interest to cyber criminals.
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Background

A: Forensic Readiness

Automotive forensics process model

Docnmentation

1. Analysis of Po-
tential Data Sources

L]

B: Data Acquisition

by Gomez Buquerin (2019).

2: Determination of
Interfaces and
Data Exchange

1: Determination of
Model Variant
and Vehicle Series

C: Data Analysis

Methods + ~\
* k) - 1w ]
9 Level of 2: Evaluation of 1: Initial Inspection I Documentation
Chosen Data Sources aof Data
Development and y,
Evaluation of *‘ L
Available 3: Selection of an 2: Filter for Relevant _
Tool-set(s) Interface and Data Data Section and / 1: Collection of

Docnmentation

Exchange Method

'

4: Delerminalion of
Acquisition Setup and
Tool / Instrument

Check

Documentation

or Ivents

'

Documentation from
Prior Phases

3: Creation of
Time=lines and

Evidence Trails

v

2: Creation of a
Final Report

v

5: Implementation
of Data Acquisition

v

3: Implementation
of Reviews

' Source: Buquerin, K. K. G., Corbett, C., & Hof, H. J. (2021).
G: Duplication of A generalized approach to automotive forensics.
Original Evidence Forensic Science International: Digital Investigation, 36, 301111.
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Background

e Data acquisition, Digital evidence extraction scheme

Source: Methods of Mobile Device Extractions.
https://indianlegalsystem.org/methods-of-mobile-device-extractions/

Logical File System Physical

More technical, invasive,
Time consuming, and
expensive

Source: R. Ayers, S. Brothers, W. Jansen (2014).
Guidelines on Mobile Device Forensics. Physical :

NIST Special Publication 800-101. Revision 1. « All blocks (mmcblko, etc.), including deleted data.

* Recovery/Bootloader & JTAG/Chip-off methods
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Android Auto & Apple CarPlay

Android Auto:
* The hands-free integration of Android devices into a vehicle's in-dash head unit.

* A mobile app developed by Google to mirror features of an Android device, such as a smartphone,

on a car's dashboard information and entertainment head unit.

Android Auto, Apple Carplay =224
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IVI (In-Vehicle Infotainment)

o X OHO| 2X|E HH|ZO0| AtEf HEfQL £ Ot & 2 HHE §E= 20|14
ArEXE fet AHH AHEXN QI 2 A5 o HSot= AH|A.
m a collection of hardware and software in automobiles that provides audio or video
entertainment.

U

® In-car entertainment (ICE)
e AVN, RNS

® As cars are increasingly equipped with Internet connectivity (like Opel Onstar wifi
hotspot, BMW ConnectedDrive or Volkswagen Car-net), vehicle infotainment systems
are becoming more common and are frequently paired with mobile phones.

Table 1. IVI system used in case studies and connectivity of the IVI system.

Manufacturer IVI System Android Auto Apple CarPlay
BMW NBT HU EVO No Support Wireless
BMW X5 45e xLine Wireless Wireless

Chevrolet TrailBlazer Wireless Wireless
Pioneer AVH-Z5050BT Wired Wireless
Sony XAV-AX5000 Wired Wired
TTEC D5 Wired No Support
RASPBERRY-PI Raspberry Pi 3B (Crankshaft) Wired No Support
Belsee Best Aftermarket Auto Wired Wired

Source: Shin et al., (2022). Digital Forensic Case Studies for In-Vehicle Infotainment Systems Using Android Auto and Apple CarPlay. Sensors, 22(19), 7196.
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IVI systems

Table 4. IVI systems.

Size of Voice Smart
Name Model IVI Screen  Assistant  Home IVI Source Other Apps
. BYD Local, Bluetooth,  rotatable display screen
DiLink Song 146 Nuance v USB, Online Apps support large game
Baidu/Tencent music
Geely Local, Bluetooth, ) )
GUKI Boyue 12.0 Iflytek v USB, Online Apps Baidu, JD, MI smart
home
i BMW MNuance Local, Bluetooth, Map, FM radio
iDrive 7 Series 7.0 Ifly tek NaN USB, Online Apps BMW assistant
. Nextev Local, Bluetooth, vehicle camera, social
Nomi ES6 113 Iflytek NaN USB,Online Apps fragrance system
Xpeng Al Local, Bluetooth, In-vehicle camera,
XmartOS G3 15.6 Speech v USB, Online Apps audiobook, music
/1 Support Smart Home

IVI screen: Central control screen (inch)

Source: Yu, Zhiyuan, et al. "Internet of vehicle empowered mobile media scenarios: In-vehicle infotainment solutions for the mobility as a

service (MaaS)." Sustainability 12.18 (2020): 7448.
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EDR (Event Data Recorder)

e adevice installed in a motor vehicle to record technical vehicle and occupant
information for a brief period of time (seconds, not minutes) before, during and after a
crash.

e A number of manufacturers like Volvo and Toyota have install the EDR by default.

e An EDR installed in a vehicle stores more information in the event of a crash than the
freeze frame information in ECU.

e The EDR stores information before, during and just after an accident.

e This information contains speed, brake status, seatbelt status and airbag deployment.

Computer Security & OS Lab, DKU -14 -



Forensic Tool: Berla iVe

e iVe created by Berla Corporation is a software—hardware tool, designed for evidence
acquisition and decoding from infotainment and telematics systems.

e It can extract vehicle information (from installed applications and Wi-Fi connections)
m serial numbers, part numbers and VIN,

m user related data like navigation data, information from car kits and user related events (doors
open, Wi-Fi and Bluetooth connections, points-of-interest, tracklogs and previous destinations).

e iVe s also able to extract both physical and logical data from the infotainment and
telematics units, via the OBD Il port, USB connections inside the vehicle, and/or special
diagnostics ports on the navigation system.

e Ve only supports a small number of European vehicles like BMW and Volkswagen.

m in BMW QNX FS, the tool can be used to extract logical information over the OBD Il port or the
USB port connected to the infotainment system.

m The support for VxWorks FS appears to be work in the same way. The tool is not able to make a
complete physical extraction and is not able to decode the VxWorks FS.

Source: Le-Khac et al. "Smart vehicle forensics: Challenges and case study." Future Generation Computer Systems 109 (2020)
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Forensic Tool: Bosch crash data retrieval system

e The Bosch crash data retrieval system is mainly used in crash investigations.

e |t extracts data from the EDR by using the OBD Il connector or a direct connection to
the EDR.

e This tool is not built to extract and decode filesystems, and not surprisingly the tool
cannot be used to extract data from immobilizers or ECUs.

= Immobilizer: (A7} & X 0| X| XoHH A FotE) Ats AT B YA A

Immobilizer-ECU
Encrypted with an antenna

PPPPP
eeeeeee

Engine

Ignition Key Control signal

>‘

Steering lock
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Other Forensic Tools

Desk-based review of forensic tool support. OS & FS of IVI systems

File system support Encase 7.x Access forensics Xways 18.x -“ File System

FAT 12/16/32 X X X BMW QNX QNX4, QNX6
exFAT * P x . .

NTES . 8 . F.ord, Fiat, Windows FAT, UDFS
EXT2/3 y « » Nissan, KIA embedded

ReiserFS X X X Volkswagen VxWorks HRFS, DosFS
UES51/2 X x

AIX *

LVMS *

FFS X

Palm . Encase 7.x does not support any of the
HFS(+) x X x filesystems within the QNX OS or the
CDES X X X VxWorks.

SO 9660 X X

UDF * x

DVD > Accessdata Forensic Toolkit does not
TiVol/2 X appear to have any filesystem

RekS o x support for QNX or VxWorks.

VxFS (Veritas File system) *

TFAT

Next3® X Xways does not support specific

XFS X filesystems in QNX and VxWorks.

Source: Le-Khac et al. "Smart vehicle forensics: Challenges and case study." Future Generation Computer Systems 109 (2020)
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Android Auto,
Apple CarPlay

1. OHEZO|E QF A Xl THA 2 A AT,
ZEutste| AR ol AH == X],28(5), 2022.05
2. Forensic Analysis of Apple CarPlay: A case study,

Communications in Computer and Information Science, Volume 1544, January 2022
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Apple CarPlay 2
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Apple CarPlay
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Bluetooth HCI Snoop Log
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- A Forensic Data Analysis of a Bluetooth Device paired with an Android-based Audio
Video Navigation System, ICNGC, 2021

- A Preliminary Forensics Analysis of Navigation Records on an Android-based Audio-
Video Navigation System, ICNGC, 2021.

- Android-based Audio Video Navigation System Forensics: A Case Study, Submitted to
Applied Science (March 30, 2023)
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Target AVN systems

TABLEL K1a K5 AVN'S SPECTFICATION +
TABLE L Kia NIRO EV AVN'S SPECIFICATION
_ _ Manufacturer+ LG Electronicss
Manufacturer LG Electronics :
OS Android 4.2.2(Jelly Bean) 05~ Android 4.2.2 (Jelly bean)«
File System Ext4 File System ¢ Ext4e
Vehicle KIANIRO EV Vehicle< Kia K5(2015)¢
Processor ARM v7 Processore ARM v7%
Chipset Telechips TCC893x EVM : _
Kernel 31.10-tcc Chipset+~ Telechips TCCE3x+
Kernel version+ 3.1.10-tcc+
Vehicle model AVN model Android Linux | File eMMC chip
version kernel | system
: LG Electronics _ Micron MTFC4GACA

Kia K5 (2015) LANS5020KK]F 422 Jellybean | 3.1.10 extd AAM-AM IT(32GB)
Kia NIRO EV LG Electronics _ Micron MTFC4GACA
(2018) [Ass431DELE | +Z2Jellybean | 3110 extd o gv rr(aacB)
Hyundai Sonata | Hyundai MOVIS : _ Samsung KLMCG8G
DNS (2019) o6560L1070ss | HA2KitKat | 31824 extd | popy pos0 (64GB)
Kia All New LG Electronics : _ Samsung KLM4G1FE
Morning (2020) | 965601YooomB | +4-2KitKat | 31824 1 extd | pry pyat’ 4GB
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Forensic Tools

TABLE IL FORENSIC TOOLS USED FOR ANALYSIS
Tool Name Use of Tool
X-ways Forensics Image Analyzing
2 DB4S DB file Analyzing
3 HxD Binary file Analyzing
4 Epoch converter Convert Epoch time
5 Talmap(former:Smartmap) Check GPS coordinates

* X-Ways Forensics : a computer forensic examiner. Its functionality is similar to EnCase and FTK,
but it does not support some functions such as network connection analysis or remote capture.

» DB4S (DB Browser for SQLite) : a high quality, visual, open source tool to create, design, and edit
database files compatible with SQLite.

* HxD : fast hex editor which, additionally to raw disk editing and modifying of main memory (RAM),
handles files of any size.

* TalMap : TalMap Series= A 2| & (K[, &H, &4, K], Z21H)E GMStH= Tool
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Forensic Tools

Tool Description Use
Autops a free and open source hard drive to analyze hard drive image of
i investigation tool AVN's internal partition
ADB (Android a debugging tool for Android-based | . ior AVN system and identify
: devices that connects PC with Android . »
Debug Bridge) device disk partitions
. a command-line utility that convert to image and copy AVN'’s internal
dd (disk dump) and copy (device) files partition to SD card
DB4S (DB Browser | a tool for manipulating SQLite- t;alfcel? ’fr;fgféeablezfgsd_ ﬁil?fai%ise
for SQLite) compatible database files files yw =
to analyze binary files generated by
HxD a hex editor that edits binary files navigation software with file
extension of .dat or .bin
a simple text editor that edits various
Notepad types of text files including HTML and | to read and analyze log files
XML and supports various encodings
P to convert Talmap’s coordination
Talmap a Korean navigation software formation to CPS infromation

Epoch converter

a simple program that converts Unix
epoch to human readable date & time

to convert epoch found in file names
to local time (KST)

Computer Security & OS Lab, DKU

-32 -




Primary Artifacts on AVN

Artifacts+ File Location »
Bluetooth Logs« ; . . . :
(Bluetooth History) /data/data/com android provider bluetooth+ |

Media Play from USB ~

/data’/data/com android providers media~

DMB History

/data/data/com lge.1vi.dmb«

Navigation Logs«

/data/data/com mnsoft navie

/data/data/com.android.providers.Bluetooth/databases/*.db

(1K} 24

=SFRF2 0875

« MAC address of the mobile devices (Z|CH 5
7 71712] mac F2)
device name
phone book (BTContacts.db)

« recent call history (| 2 €2} 7| 8)

Location and File name-~ Name of DB Attribute »
Table -
/databases/BT Setup.db+ BTDevList~ Address ¢

BTSetup.db2| BTDevlist table

/databases/BTContacts db+

Switch indexe

dev# names

/databases/BTFavorites db+

Switch indexe

dev# na

/databases/BTCallHistory.db+

Switch index~

dev# nar-?

Table |ETDevList [

AVNO| HZ &l ZHHE 77| 52| H&

S enfries Page 1 of 1

€3

Export 1o CSV

devname address slatuz a2dp_st. Avrcp_%.. priofity
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Primary Artifacts on AVN

AVN A|AEIOI N 248t SF 524 0[& 7=

/data/data/com.android.providers.Bluetooth/databases/*.db (2A} &4d)

File Name Table Attribute Artifact
: devname device name
BTSetup.db BTDevList address MAC
Switch Index dev# name | MAC
Switch_Index dev# name | MAC
) name given name
BTContacts.db Dev#Contacts fname family name
num# phone number
Switch_ Index dev# name | MAC
type dialed | received | missed
name name
BTCallHistory.db Dev#CallHistory fname fname
number phone number
tel type [cell, home, other]
date_time call date

* BTSetup.db2| BTDevList E|0| & : A& ZHY 7|7|o] HA MAC T2
« BTContacts.db: =& 2HLY 7|7|2| Mot &
« BTCallHistory.db: H& =l 2HY 7|7]|9| X2 &3 7| =
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Primary Artifacts on AVN

A4 7| 7|9| II_-|§-|-H|_-|§_b|I_ /data/.../databases/BTContacts.db

HOE(Ty: | DevEContacts v B OB % l-léi, = ‘—51. 9 & b |E§ S ZED |

_id vocard_version  storage name fname num1 _type num 1

EENER [=E [=Ey [=E [=Ey [=Ey
1 21980 2.1 a . . CELL 0102, ™
2 21981 2.1 0 , A=l e I | CELL 01 07—
3 21982 2.1 o T - =" CELL ooz e~
4 21983 2.1 a " As -y ' | CELL o3 =~
5 21984 2.1 ] "ra - CELL [EIRNG e o
B 21985 2.1 o Teimy, - ~Fa 4 CELL orosie=m g
7 21986 2.1 a % - =d CELL 071 097 n .
g 21987 2.1 a “g- I o ! OTHER 010210 "= 1]
g 219858 2.1 0 =tz =" CELL 010278 e &
10 21983 2.1 ] = L R OTHER 051 Sl g, =
A4 7|7|9| _jﬁ|*._| %§|'7|§: /data/.../databases/BTCallHistory.db2| Devi#[index]CallHistory table
HIOIZ(D: [F]DevsCallHistory  ~ & ¥ % [ & & W &) by ZESHAM ZEHZ
_id  wvcard_version storage type name fname nickname tel_type number date_time
EEIER EEEEE EENER [ZE EEIER [ZE |

1 9341 2.1 0 DIALED Fa - CELL D10276 70t 20210728150928

2 9342 21 0 DIALED EIL CELL 01046 - 14 20210728130845

3 9343 21 0 DIALED Ofes: CELL 010835 ity 20210727131619

4 9344 2.1 0 DIALED 21 CELL 0102200 :!? 20210723223934

5 9345 21 0 DIALED = OTHER  +8210.7¢ fi’,‘fv'.'-‘.'.-. 20210720223557

6 9346 2.1 0 DIALED FARAES CELL 010807 2. 5% 20210719141839

79347 21 0 DIALED S CELL 010805 7 20210719135439

8 9348 21 0 DIALED Eiinnbe OTHER 0102700 20210715163516

9 9349 21 0 DIALED OTHER  05071.:%2+%2 20210714104956

10 9350 2.1 0 DIALED %;;’; L OTHER 010277371187 20210710223230
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Primary Artifacts on AVN

LH|A[O] M O] & 7| & /data/data/com.mnsoft.navi/database/Navi_vr.db > 147} table® Z &}

1471 H| 0| = SO|A H HO| 22 §E& 74|

e CurrentLoc_Table : (latitude, longitude), the
name of the place and the code for
administrative district of the last location.
[OFX 2 91%] 0] 2, HHE W)

0O, O O o

* Destination_Table : the information of the
last destination search including search
keyword, address, phone number, distance
from starting point and destination and
estimated time required. [ A1 0], A AMX]|
Fo, AME| He/9ls i, MK
Mot SLX| 0| M S HX[7HX] Oof &
28 A7H 5]

« MemoryPoint_Table : Z7{& 7| & 0| E,
SAR| ME T2

* RegisPntSpecial_Table : 6= 2| X|(FT2),
=5 ?X| Hetz, SEX| /9 E,
== X =AM

 NonSearch_Table: A0, HMX| =4,
AMX| MotHs, SH| K| 72, 24K
B/} 82 S

Table Name Existence of data
1 CurrentLoc_Table 0]
2 Destination Table 0]
3 MemoryPoimnt Table 0]
4 NaviMenu ButtonState Table X
5 NaviVersion X
6 NonSearch Table 0]
7 RegistPnt G1_Table X
8 RegistPnt G2 Table X
9 RegistPnt G3 Table X
10 RegistPnt_SectorName Table X
11 RegistPnt Special Table 0]
12 Search Table X
13 State Table X
14 android metadata X
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Primary Artifacts on AVN

e An example to analyze “registered points” (Li{H| 4| 0|4 & 5= ?|X|) using HxD.
= |t shows the contents of binary file that contains ‘special registered points’ information.

e Since the target AVN system embeds a Korean navigation software TalMap, it supports

Korean language, which means a character is encoded using 2 bytes.

e We identified the name of registered point, address, longitude/latitude, and code for

administrative district.

Registration Point Name

20000110 00 00 WEF "N 55T AD CC TC BT vurrrvnnninns g
00000120 78 D4 74 B CQ Co 24 Cé 44 1w BE D2 2 xOC*AES EDI« 6.0 .
0000130 33 36 33 D& B3 QO 00 00 00 3.6.3.00%,
-
L ]
Reglstratlnn Point Address .
0000210 OO ( r AE-—FHE M2 1 75 o0 s 31
20 ic 6C AD 20 BD AC 1C DS B3 2& «oBl. =L AT* (.
AD C 32 D 29 0 39 34 Jdpc2.00) . L9804,
000240 38 00 2D 00 31 00 00 00 00 00 00 00 00 a0 Bamelusssisnnann

JOOQD380 00 00 ©0 O0 00 00 OC 00 Q0 0OC 00 OO0 78 A6 BT 02 .. x
DODOD390 02 2F CE C 45599135;13512;15(; 00 00 FfL.x /1
JODOD3A0 B9 38 AF 0l 4 e vl 10 41 00 DB sy t..A
JODOOD3B0 52 Fz CA Ch 28260537 [ oo oo oo oo oo 00 ROEE

.muf 2t= O[T It Y S =4 50f Ity
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Summary
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Requirements and Security Properties on Vehicle Forensics

e A forensic investigation requires trust in the chain of events, such as the logical order of
braking, acceleration, and steering.

= Digital forensics has strong dependencies on information security to ensure trustable data.

e Forensics investigation includes the following basic steps

1. Identification. What is the reason for the incident? What data is relevant, and where is the data
stored? What resources, e.g., tools and subject matter experts, are needed?

2. Preservation. How can we preserve integrity during data collection? Can the devices be turned
off without losing data? Can data be remotely changed or erased?

3. Acquisition and verification. How can we extract the data (e.g., creating images and performing
live acquisition)? How can we validate the authenticity of the data (e.g., with signatures and
hashes)?

4. Analysis. What type of information is relevant to assess?

5. Reporting. How can we document all parts of the forensic investigation process?

Source: Strandberg et al., "A systematic literature review on automotive digital forensics: challenges, technical solutions and data collection."
IEEE Transactions on Intelligent Vehicles (2022).
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Future Research Agenda

1. Extending the research to other car makes and models.

= Such examinations will potentially allow the digital forensic community to be better
equipped in digital investigations of vehicles.

2. Continue the research on the forensic acquisition and analysis of GPS, maps,
VolIP, IM apps, and other integrated components in a vehicle.
® OBD-ll, Telematics, Other AVN apps

3. Research on the automated real time acquisition of target vehicle or
intercepting stream based on their IP address or other unique information.

s Hence, there may be a need to design tools or interfaces that allow live forensic
investigations.

4. Integrating forensic readiness in the design of future vehicles, a term coined
forensic-by-design.
= This will facilitate future forensic investigations of such vehicles.

Source: Le-Khac et al. "Smart vehicle forensics: Challenges and case study." Future Generation Computer Systems 109 (2020)
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