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% Xt2EE QI E|9ITH E  ‘vi(in-vehicle infotainment)/AVN(audio video navigation)’ 2| &7
= ARSI A H RS D Ot o 2 2t Z 1 Crot AE E| QIHE MH|AF XS5t 2.

[ Y
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= Android Auto, Apple CarPlay2} Z0 SR =1 o
HAIX], 72 HA|AEHE OfZ2|AH 0| HE ALEE =+ %l%.
P BREANRma| MHAS B8 Ha Al U A, 20 HM 7|52 AR & 3l
v ADEZES S0t 2TAL AL{(LHH[A O] AR 7| =, Tt 2 AM S35t S 1l S)2F 2t & =
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Forensic Science International: Digital Investigation, 36: 301111, 2021.

*» A generalized approach to automotive forensics.

—

—

« CHot AEs Y22 Mz O E 280 HEa

A O]
T

A. Forensic Readiness

B. Data Acquisition

C. Data Analysis

D. Documentation

1]

Analysis of Potential

ﬂ Determination of

B Initial Inspection

1]

Collection of

Development and
Evaluation of Available
Tool-set(s)

Interfaces and Data
Exchange Method

Time-lines and
Evidence Trails

Py apistm
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Y

4] Determination of
Acquisition Setup and
Tool / Instrument Check

Y

5]

Implementation of
Data Acquisition

v

6]

Duplication of
Original Evidence

Data Sources Model Variant and of Data Documentation from
Vehicle Series Prior Phases
2| Determination of 7] "' 2| Filter for Relevant 7] '"
Interfaces and Data Evaluation of Data Section and / Creation of a
Exchange Methods Chosen Data Sources or Events Final Report
3] Level of 3] Selection of an 3 | Creation of 3 |

Implementation
of Reviews

A K| e
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o 2UQI AHEA ZHA 017 53

L
= = 2| = Li
O o
[1] [2] [3][4] [5]
Al A EIT
Dodge Dart Limited Uconnect 8.4 KIANIRO EV AVN J\E":.J-f
OILE|QIHE A|AH KIA K5 AVN A| A El
KIA K5 AVN A| A El (0S: QtE Z 0| E 4.2.2 Jellybean)
CHAF A| AE & o VoIksé)v\I/g%en Golf y 2 2
_ i imi Ik E AlA
Toyota Highlander Limited IR ETE AL KIA NIRO EV AVN A| A& KIA All New Morning A| 2 &1}
Toyota Extension Box system . AE
Ol ZE|OITH E A| ~El Hyundai Sonata DN8 A| A &l
= =TT (0S : 9HE 2 0| E 4.4.2 Kitkat)
. . e EI:I 2d
A K| HFEH Berla AF2| ive USB 7| ES X Z25) Xl ;:irzjrc_)ld neoue Brldge(An[iBaL ADBH T; 0;4_1' e S
=4 4 AFRSH0] g & X2 s Chip-off (B2|H &) T AZASH=Z, dd(disk dump) B H O = (=e|H =) & Chip-
= S3(=2| X X3 off( B 2| X £Z) 7%
. X-ways forensics, Autopsy, DB4S
Berla AF2| ive software ’ ’ ’ Autopsy, DB4S, HxD, Notepad
H A " 1d ; Al ) , ’ ’
- o - (AP ZA ME 1) AR FTK Imager, Wireshark Al-& HxD, Epoch Cfrrg_erter, Talmap Talmap, Epoch converter AHE
o
connected device list, MAC
Current Location, Destination, address of device, connection
Devices, Contacts(name, phone Favorite Location, Last Search time, contacts, call history, call
OlE|ZHE number, email), Call logs, Media, Navieation map information Location, Registered Location, logs, startlog, tracklog, search
(artifact) Location & Addresses(with g P connected device list, MAC addr location, registered locations,
latitude and longitude) of device, name of device, home/office address, door
contacts, call history, call logs open/close info, gear shift state,
driving state

oF
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[1] Whelan, C. J.,, Sammons, J.,, McManus, B., and Fenger, T. W., "Retrieval of infotainment system

artifacts from vehicles using iVe,” Journal of Applied Digital Evidence, 1(1), 30, 2018.

[2] Le-Khac, N.-A., Jacobs, D., Nijhoff, J., Bertens, K., and Choo, K.-K. R.. “Smart vehicle forensics:
Challenges and case study.” Future Generation Computer Systems, 109: 500-510, 2020.

[3] Seong, H., Lee, K, Han, S., Park, M., and Cho, S. J., “A Preliminary Forensics Analysis of
Navigation Records on an Android-based Audio-Video Navigation System,” The 7th International

conference on Next Generation Computing (ICNGC 2021). 2021.

[4] Lee, K., Seong, H., Kang, H., Cho, S. J,, Han, H., and Suh, K., “A Forensic Data Analysis of a
Bluetooth Device paired with an Android-based Audio Video Navigation System,” The 7th
International conference on Next Generation Computing (ICNGC 2021). 2021

[5] Kang, H., Seong, H., Kim, I, Jeong, W., Cho, S.J., Park, M., Han, S., "Android-Based Audio Video
Navigation System Forensics: A Case Study. Applied Sciences,” Applied Sciences, 13(10): 6176, 2023
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« QFEZO0[E 7|2FAVN A| A B0 A logeat HE O] &I H

=

o =1 H{A|X|

04-01 19:03:14.892 819 819 D [EngineldleAlarmTask]

l b i

PID TID level

timestamp tag

Vehicle Movement Status Changed to true

l

body
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= 271 HA[X[= OF2fe| Y| 7A| K| 22| HIm O A& E[10 & -d e = HA |X|7f HOtH I AV[Z
ZASHH, 718 QeflEl 21 HA|X| 2 SO A E= & HI £+

Buffer Description

main H el 21

event AABIO|A Hdot=0|HE BEE ?[ot 21

radio Olss4lL ™5 AH 210

system | CtEZ0|E S F W F 2| 519 2| A A" HA[X[QF CIHZZ S flet 21

ST 1
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e

,ﬁm

AVN
NS KIA Morning Urban (2020)
= ZKH A Android 4.4.2 (Kitkat)
AOEE
2171 ¥ iphone 12 pro
= S| A| i0S 14.1
K Z= AL Apple
YYo= thekm s
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e o e
S 2= 2o A7l =2 O|HIE Bl Ef 210l
Time Description
19:11 A 717
19:16 AOFEZ0| Al AVN A|AEIO|| CHot A&
19:20 | A| K| =41
19:20 O A K] 2| A
19:21 =M5X 43
19:22 =4
19:35 2 o x| AH
19:36 = g7 S B
19:44 AVN A|AEIOAM 20 BEZE S5 40| =&
YYo= thekm 14-
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AL =
- 2N wy

< HlOJH =&

. AlLt2|Q 7]8t

00|'

= 0ROk AVN A| 22| “2 2] 2 E (Dealer mode) 2 21 28,

= USB LEOf| E2IO|EE & RDH 2, Copy image to USB HHE = E{X|&t,

-1 |

o3 493

(an]

Please Wait...

Making LogDump file.

- -

Ut uvo

> OFE 20| E 4.4.2 Kitkat H{ 2| AN A|ABIO| 2O E A E =2[X =& XIS,

Ui =i stm 15.
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AL =

< L0 =&

£5 10g-20230404.194428 % *

EL Y

log-[date].[time]

A © 109-20230404.194428 tar - $IC|T (LG T
log-20230404.194428 DuE BLE BN ERE SV RO SETE
27| =71 M= o= o
- e i = -
oY A H(TAR) IH(tar) G 20300 250
* audiodump - - - - - - - - - - - - - -
» T backup_data audiodump backup_data bluetooth... bt databases history  location2_.. lost+found  LS_logFiles modem newlog oem_data recovery  tombstones
iz . =l " bluetoothLog
o o T Eel- HiC|E B 74
= bt A
= daass 1 =m 8 B 8 B2 8 E E E E B B B
— history update  vermlog  dumpstate . EngModelog log 01t log 02txt  log 03t log 04bd  log O5bd  log 06b¢  log O7bt  log 08ttt  log 09ttt  log 10:txt
" location2_preference_data
[=] - - 7 lost+found
AL H# - s g E 8 B B 8 B E E E E E B B B
“ modem log 11t  log 12t  log 13t  log 14bd  log 15b¢  log 166t  log 17b¢  log 186t  log 196t  log 20t log 21ttt log 22t  log 23t log 24.txt
= " newlog
37|: 56.0MB (58,825,216 HHO|E) > © pem_dats
= vy E B B B 8 B B B B E E B B B
-  tombstanes log_25h¢  log 26t log27hkt g 28bd  log20bt  log_304d  log 3t log32bd  log33bd  log34bd  log 35 log36bt  log37hdt  log 38t
023 22 37 S6.1MB (58,851,328 HHO| ) - upde - - - : : : : : ' i : ! : '
> Towvermlog
E B8 OB B 8 E W DDD N W &
log_39txt  log_40txt log_config LogListtt micomlog.. micomlog.. mofgenzlog mefgen2.l.. mofgenz.l.. mofgen2l.. mofgenzl.. mofgenz.l.. mofgen2.l.. mofgen2.l.
= - = T -
oS U 20234 48 42 39 9= 7:44:32 g OO0 DD 2 W DD D W woB B
.
Dlrectory - 277H nofgen2.|.. mofgen2l.. mofgen2l. mofgen2|.. mofgen2| . mofgen2ot.. mofgen2ot.. mofgen2ot. mofgen2ot.. mofgen2ot.. mofgen2ot . mofgen2ot.. poweroff_. poweroff_
e 7 A 1 ol 3 o = 7 -
FETH S 20239 48 A 519 Y D% T44:32
Fi|e7147H E 8 8B B 8 8 8 E B E E B B B
l:l_lll _klial_l. Iél':l_;lq. E{}EEI_J 5% 29% g% boweroff ... poweroff .. poweroff ... powercff_. powerofi.. poweroff . poweroff .. powercff.. powercfi.. poweroff_. poweroff . powerofi .. powercff_. poweroff_
poweroff_... poweroff_.. poweroff... poweroff.. poweroff... poweroff... poweroff_.. poweroff_.. poweroff_.. poweroff_.. poweroff_.. poweroff_.. poweroff_.. poweroff_..
E M- ol Y
-e DEEER Usse S E E BE B BE B B B B B B B B B2
poweroff_... poweroff_.. poweroff... poweroff.. poweroff... poweroff... poweroff_.. poweroff_.. poweroff_.. poweroff_.. poweroff_.. poweroff_.. poweroff_.. poweroff_..

D
D
m
D
I

i m
mp

-
D
D

i m
D

-
D

Ed
S
Ed
g
g
]
S
Ed
S

.. po .. poweroff__  pol .. poweroff_

E
E

poweroff_ . poweroff__. poweroff_.. poweroff_. powerofi_. po .. poweroff__ pol .. poweroff_

D
D
m
D
I

i m
mp
D
D
D

i m

-
D
D

poweroff .. poweroff__. poweroff__. poweroff_. poweroff_. por .. poweroff . powercff .. powercfi_.. poweroff_. poi .. po F .. powercfi__. poweroff_

o
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oo
T
(I
(I
(I
[m
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(I
[m
[m
(I
(I
[m
[m
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AL =
- 2N Y

% GIO|Ef B4

« CHEX QI C|X|E m=ailAl

1. 7| ¢ E 4 (keyword search)

T 2l Autopsy=

H A|(show geolocation)

Py apistm
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& Geolocation - Editor = @
Listing Keyword search 4- biuetooth X o
Keyward search Seolocation ¥ _
= P
Table Thumbnail
N2ty o . P Pacheon Chuncheon
Q dates z oy ~ ‘ Gapyeong
N Show & By
Hame Keyword Praview Location Modified Time Changs Tir o ~ Ganghwa Paju b
= Uijongbu
[ swstem_app_crash@0805000001 _162670¢ agers srviosl 7368) «blustooth adapter name cha... /img_210721_K5.dd.ima/vol_vol2/dropbox/system .. 0000-00-00 0000:00 00000000 € - T . Cony) e -
nly las 2 aa. o Tthon - ongcheon
[ biuetooth_settings.xml.bak-slack “bluetooth_settings.aml.bsk sl fimg_210721_KS.ddima/vel_vol4/date/cam Ige.ivi,bl,, 2021-07-21 1620:66 KST  2021-07-211 Mount Bukhan, ‘Wount sursle
Inciude waypaints with no tme st Mount Mari
[ system_spp_oresh @0804200001_1327555 1-26 14:21'57,140 i/ablustas thman agerservice_btser,, /ima_210721_KS,dd,ima/val_va|S2/drapbax/system_.,, 000-00-00 000000 0000-00-00 ¢ o AT
Mot Acho.an ount Vongrur
[ system_app_crash@0804200001_132755¢ nreceive() action = «android,blustanth,device,actis,,, Amg_210721_K5,d8,imadvel_valSo/drapbax/syster _,, 0000-00-00 0000:00 0000-00-00 € & Data sources Seoul ~ ~ e
7] system_app _anr@0804200001 132755564 115 minor (%% 2472/«com android providers.blueton... /img_210721_KS.dd.img/vol_volSz/dropbox/system .. 0000-00-00 00:00:00 0000-00F00 € Hanam
. P p— i PR VE A i it im0 e s b BRARARA 0 annrnnnn - Incheon B e i Hoengseong
- Seongnam Mount taekdeak PYeONOCh
'a” County
Hex Text File Metadsta Annatations  Other Ocourrances Anyang o Mount Chiok
Ansan Uiwang
Strings Indexed Text
ltheon  Voiy Mount Bosgun
Fage: 6 of 6 Page 5 | Matches on page: 1 of 86 Match > 1008 O Reset Suwon  Mount Bosgus
U1-28 42157230 odaService! 1675) [shvallableNieciahiogetay MODE ST STRE ki) 1SIPODAVAIIbIs = falsa, ISpodDavizeConmnaciodilE )~ false sl Yong
D1-26 14:21'57,230 |/ModeService( 1678} isAvallableMediaM et AV _MODE,ET_STREAM) i ted(Devices,T) is Talse
1728 T42IST20 VMogeServivel 1ETex misaZdp Connectea - s cisbev e ConnactadiDevises TS Vel
11-26 14:21:57.2: il
T8 e aT e 1678; t ipod device name=null, mBiDeviceName=null
D136 142157230 o Seruicel 1678} isAvailablehicsishiogelav_WODE ST_STRE Ak islPODAvailable = false, IslpodericeConnectediinb L)~ folse
1720 T4ZISTZ0 MoteServicel 1676) [savalsbleNieciaModelaY MODEST. STAE AV 1sDe d(Devices.BT) ted = felse
01-26 14:21 2573) isC 5
D15 142 8723 SCIVLC 2375 1o Chock o 15 - Danyang
26 14:21:57,230 E/E\uemn(thnaqErSarvma_ETServme_um( 2373) Device Name = iPhane (D[ OM$D,1 mPaired Addressindex = 0, Device Address = 6C: Check All P'yGngtaeng-ni . County
U1-26 14:21:57,230 E/Bluetac thianagerS ervice BTService UtIK 2373Y Device N iPhone (0 nunmﬂua@ DZ) P aired Addre s sinde: Device Adress = 3 Mo e - Eter - 8 x Daesan 7 Urnsong
01-26 14:21:57,230 E/Blue taoihianage Service_BTService_Uti ) Device Name = Slarik, mPairedAddressindex = 2, Device Address = 34 AFEB:9004E = Mount Worsk 1
01-26 14:21:57.230 E/Bluetonthhanage S ervice_BTService_UtK 2373) Priority Device Name o & 15,10, Prority Devics Adress - THSETSTD S Dangjin
01-28 142157230 E/BlueloolhiMancaciService BTService U 2373% Previous Device Nane - &fost-I revious Dev = TAIEFSO051:38 20t SOV iy Mode [l Coants | Devals e T G adboe | e Chinchion
126 14:21:57 230 £/81Us 00N ManaReServICe_BTSarvice UK 2373y Device Name = §'061- 1 &, {5 10, HPelisdAdcrassindex = 3 Device ARGIEss 2 149 F50DiS1:3 @
D120 14:£1:57 230 1/ BluetobtnhananerService. B service, Ut 55753 qemmew:enawennmengmo mBTDevicePairedLisiLength = 4 bl (s Jrean County,
01-26 14:71:57.230 X what = 207, arg1 = 0, arg2 = 0 — Sosan Thwa-ryeang
01-26 14:21:57,230 . zava) se( i 1 - Taean iouin Gy & Bunkei
125 142157220 /Blustootonl anaqer Sarvse B1ue 08 MATarl ATAGSN 23751 pros esstonma sl dDevicel)  meg 4 -
1728 1421520 VBluetoothanaserSemce BT Servios UK 2573} ge B TDeviosParedisilensiy) mBTDevlcePa\redL\stLenglh 1]
01°28 142157230 /blusloothianaerSarvice ETServios U 2375 o = none Bearie Yesan .
01-26 14:21'57.230 5 ) Ty 5
01-26 14:21'57.230 . D o [
01-26 14:21:57 230 BT et ise : langsang R,
01-26 14:21:57,230 BT 2373) false — i " a
0 2% Teersrzan e 273} 1 false i R S ugu
11-26 14:21:57,230 BT 2373 false 2 » " r—
01-26 14:21:57 2 BT 573): : false i _
01-26 14:21:57.230 BT t( 2373) isi0 Jr— Gongju i
01-26 14:21:57.230 BT tivity 2573): isCheckMirrarLin is - 0 ) Sangju
Mouat Sedagjo
i - Mount Gyeryong,
. Kiinmal
- ) Check Al Okeheon
. n -
. & 751 KML Report
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= — -
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=4 24}

< Autopsy2| EAZIQI Wd 7|55 &850 714702 IjY & 52 0= EHE
ViewMode: [NINCOUREN] & Details | [ List | | Scle: @ Logarithmic @ (0 Linear @ o Add Event | | (5] Snapshot Report

2023-04-04 19h

v o2 15 16 17 0 m 2 28 m 30 +o4s a6
- 08m 12m - 23m CA2M
lcan = Date/Time Description Event Type 'E;JI
(] 2023-04-04 12:05:09 Slog-20230404,1 34820, tars Stelematic s, log 1 File Modified 597H Ol E'_OI O“ A_I
2022-04-04 19:08:20 Sog-20230404,194820, tar/ Supdate/dmclient _0,txt, ok File Modified Ol— AL X—I EI
— I7am . L ”
[ 2023-04-04 190321 flog-20230404,194820,tar/ Jupdate/dmelient_con_0t., File Modified -U-l' = Ol T oT (F|Ie MOdIfIEd)
2023-04-04 190826 Alog-20230404,194820,tar/ /updatefotaclient_Otxtick  File Modified Ol H| E I:éI-ACI-DI
(] =
4] 2022-04-04 19:08:29 Sog-20230404,194520, tard Supdate 0T ALLA_D txt File Modified T

v otLte o M E +E2 2O HAIX|E 28z s e FX| 7| 20, X2 o|HMEESFREL
A

MEols Eg2 20X HRUS.

o o
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% dumpstate_[date].[time].txt (OFLE2| T )| Al 21 T A| K|
A2 2o EUAZI =2 O|HE T Xt CHE
O] CHsH "3 2

log message

Buffer | Idx
timestamp level tag body

1 0404-19:16:53.010 I bt-hci BD_ADDR of remote : d8-de-XX-XX-XX-XX

[RadioUtils] : SetStationName()-
StationName : SBS It 2/FM [ =]

[EngineldleAlarmTask] IGN ON: true
3 0404-19:36:54.200 I System.out Parking Gear ON: true Driver Door Open:
true Service Status: true

04-04 19:41:23.720 880 1935 | CarPlay_:
4 0404-19:41:23.720 I CarPlay_ [ ag | ===============> analyze Playback
String : AppName is 7| A E

system updateCallStatusForPrivateMode:status =

4, number=01012345678, name = 2 2 &,

mode=115, numberForHUD=01012345678,
nameForHUD=22Z&

m I'I:I.ﬁEII.%Is‘._II -20- Computer Security & OS LAB

2 0404-19:32:55.340 D HKMC_RadioGE_v2209
main

5 0404-19:42:01.830 D ClusterService




£ A1)

S AAH 205 S0 2 A AR R+
1. 48 42 19 162 53=0f| AUN A| A HI2 d8-de-XX-XX-XX 2| MAC FTAE T7H7 BHEY 7]7|2f
=FFAE HSSHGCE
2. 19A] 322 550 A& BS A= 2tC| 2 sBS It FM[=EH] X 2 & ZiCH.
3. 19A] 362 5420 F=X} 7|0j= St A& 22 G UL

4. 19A| 41F 23250 A0EZO| WA E Y 2 AU

=
5. 19A| 4282 01X 0{ 010-1234-5678 HS E 7} Tl AL X2}t H oS LCT
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R7|Y=E F2

log message
Buffer
timestamp level tag body
0404-19:16:53.010 I : d8-de-XX-XX-XX-XX
. ] : SetStationName()-StationName : SBS
0404-19:32:55.340 D HKMC_RadioGE_v2209 —
main - - O FM [ 23]
[ ] IGN ON: true Parking Gear
0404-19:36:54.200 I System.out ON: true Driver Door Open: true Service Status:
true
04-04 19:41:23.720 880 1935 | CarPlay_: [ ag]
0404-19:41:23.720 ===============> gnalyze Playback String :
AppName is 7| A E
system updateCallStatusForPrivateMode:status = 4,
number=01012345678, name = 2 2 &
-19:42:01. D ’ !
0404-15:42:01.830 mode=115, numberForHUD=01012345678,
nameForHUD=2Z &
Mﬁ.ﬁﬂﬁsﬂ -22- Computer Security & OS LAB



= ot
y mﬁ[ﬁ.‘.:;ﬂ Computer Security & OS LAB



gE

& 7|0F 2 OfHh2020E Al K} 2O| AN A|AEIS MO 2 2 00| E £=Z

e =
|=|O|'—T'— T'_‘k|

~
A. Forensic Readiness > B. Data Acquisition > C. Data Analysis D. Documentation
1] 1] 1] o 1]
= e = x| ol Autopsy =712 X|Z= O pd XFA
=l A=)
= O
\ 4 \ 4
2 | B 2] v
USB L E A& uss E2t0[ 2 4 Y 2
21 HAIXIZE
2hol EH|2 24
\ 4 \ 4
El 3 |
21 BARLE 2| =18% !
FEudoz AY 5]

Erolael KA

Py apistm
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o CHUSEXF2F K| R M| QF ZEIOA A TALE WSO LA HQE SHE

o
« K& ORI E ZHA A0 St 7| =5 Chefet ROl A Eg o7

= AMEHSHANE EOZ2 & O MEXO|BEAM #HA el EfyetelsS 7
< Ctdot O|HIE| M8 & ME = O[O Ciet =8 X 240 et AT E AEEHo = T
= LY EQ, AHA| HIC| A|A RO A 44 5| H|O|H oan
ESTEET
* User data, safety-related data, security-related data | & 3j0/3 MO|
Lxgﬂgmw i
= LiEI 70| 4, Gps Al 20 A 444 €= B O] Ef =2 — S
~ATA ' %3 BiC| HEE RO
* location information with latitude, longitude R710g BN » 0| EHA| K Of |
"ASUS A +BIE HO
= Kp2F TIEHD) 250 g k| = G| O] E e
. HE Sl
oBD-Il E4 C TEE
?_l. A ?_l H N CIAZO
* Infocar, Toque Pro 2} &2 X} & ZITHE A ,),i,,f,f- i“'i!‘:_;]
vE S x Bk U AAE
.:é—.srgn.lou_ .%t|u]| O] A|lAE
« 22 QML XA « 5.4 0] £ECIXElectronic Contrel
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