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to cybersecurity threats.

Fig 3. Tactic and Techniques related to Stuxnet Malware Attack
*** Objectives
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Technigue Name: Automated Collection
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° W p p LLM_b d h d d d Page Title: Automated Collection, Technique TESE2 - ICS | MITRE ATTSCK®
e ro Ose an ase met O to eteclt IntrUSIon an Description: Adwversaries may automate collection of Industrial environment
: s information using tools or scripts. This automated collection may lLeverace
cyberattaCks In OT/ICS enVIronments' native control protocols and tools avallable 1n the conmntrol systems
enwvironment. For example, the OPC protocol may be used to enumerate and cather
< < information. Access tTto a system or 1nterface with these native protocols mavw
° InStead Of detecltlon methOd based on Slgnatures SUCh as IP’ Allow collection and enumeration of other attached, communNnicating servers and
° ° devices.
port, and protocol, we use adversary tactics and techniques Targeted Assets:
° - Asset ID: AT, Asset MNMame: Control Server
gathered from MITRE ATT&CK for ICS matrix and open-source _ Asset ID: AGGO6, Asset Name: Data Historian
- Asset ID: AQOE3, Asset Name: Programmable Logic Controller (PLC)D
data. Mitiligatlions:
- Mitigation ID: MES8O07, Mitigation MNMame: Network Allowlists
Description: Utilize network allowlilists to restrict unnecessary connections
to network dewvices (e.g., comm servers, serial to ethernet converters) and
services, especlally in cases when devices hawe Limits on the number of
simultaneous sessions they support.
- Mitigation ID: ME93I0, Mitigation Mame: Network Segmentation

Description: Prevent unauthorized systems from accessing control servers or
field devices containing industrial inmnformation, especlially serwvices used for
common automation protocols (e.gc., DNP3, OPC).

Fig 4. Information of the ‘automated collection’ technique in OT/ICS

** Problem

* LLMs sometimes generate incorrect answers because they *+* Data Pre-processing
do not learn based on all the latest facts or evidence.

" The collected information can be organized based on the

| GPT-35 MITRE ATT&CK for ICS Matrix.

Definition of OT/ICS = [tis possible to ldentify the tactics and techniques
o frequently exploited by attackers in OT/ICS environments.
Definition of PLC O O O

= |t processes the information into a format that a LLM can

Cyberattacks related to X X X learn from.

PLC
*** Modeling

1. Explain the Definition of OT (Operational Technology) and ICS (Industrial Control System). - By fine-tuning a pre-trained LLM on the dataset. we create a
’

specialized model for detecting and responding to cyber

2. Explain PLC (Programmable Logic Controller) in OT and ICS environments. . .
’ e i } attacks in OT/ICS environments.

3. Please Let me know cyberattacks related to the PLC in OT and ICS environments using " The specia[ized model can identify attackers’ patterns, or
MITRE ATT&CK for ICS matrix. even predict future attacks in OT/ICS.

Fig 1. Examples of questions given to an LLM . . . . .
8 P I & = As aresult, organizations can identify the intent of attackers

and minimize the damage from attacks.
3. LLM-based Intrusion Detection Model for ICS

: Please tell me about adversarial techniques that may occur in PLC.

Figure 1 shows a method to a LLM for intrusion detection in OT/ICS
environments based on MITRE ATT& CK ICS framework. . Adversarial techniques that can occur in PLC are as follows.

- Replication Through Removable Media, Supply Chain Compromise, Rogue Master, etc.

Data
Data Collection Pre-Processing Modeling
T— : 50 ftar, Supply Chain Compromise and Rogue Master techniques have occurred
in the Initial Access stage in PLC devices. Let me know about the next possible attacks.
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MITRE ATT&CK

. The next expected potential tactic is Execution.

Attacks such as Change Operating Mode (55%), Execution through API (383%),
and Modify Controller Tasking (18%) may occur.

json, csv Fig 5. Example of a query and its response between the user and the model

Fig 2. A Structure to Build a LLM for Intrusion Detection in OT/ICS 4. Conclusion and Discussion
+» Data Collections < The differences between OT/ICS environments and traditional IT
= Collecting information on MITRE ATT&CK for ICS matrix environments make it difficult to apply existing cyber attack
reflecting real-world attacks using Python scripts. detection solutions.

- Collectlng other information related to adversary tactics ** The signatures used for traditional intrusion detection can be
and techniques. . el yepgs
changed, making it difficult to detect and respond to the attacks

Real Attack case Used adversary techniques If attackers evade the detection methods.

** We proposed a new LLM-based method to detect cyber attacks
in OT/ICS environments using the MITRE ATT&CK for ICS
framework.

Stuxnet 22 techniques including Hooking, Rootkit, etc.

PLC-Blaster 5 techniques including DoS, Native API, etc.
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