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Fig 5.  Example of a query and its response between the user and the model
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Fig １.  Examples of questions given to an LLM
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Fig ２.  A Structure to Build a LLM for Intrusion Detection in OT/ICS

3. LLM-based Intrusion Detection Model for ICS 
Figure 1 shows a method to a LLM for intrusion detection in OT/ICS 
environments based on MITRE ATT&CK ICS framework.

Fig 3.  Tactic and Techniques related to Stuxnet Malware Attack

Fig 4.  Information of the ‘automated collection’ technique in OT/ICS

❖Motivation
• As Operational Technology(OT) and Industrial Control 

Systems (ICS) evolve, their devices are moving beyond 
closed networks and connecting to external networks.

• Internet-accessible OT/ICS devices are increasingly exposed 
to cybersecurity threats.

❖ Objectives
• We propose an LLM-based method to detect intrusion and 

cyberattacks in OT/ICS environments.

• Instead of detection method based on signatures such as IP, 
port, and protocol, we use adversary tactics and techniques 
gathered from MITRE ATT&CK for ICS matrix and open-source 
data.

❖ Problem
• LLMs sometimes generate incorrect answers because they 

do not learn based on all the latest facts or evidence.

❖Data Collections
▪ Collecting information on MITRE ATT&CK for ICS matrix 

reflecting real-world attacks using Python scripts.
▪ Collecting other information related to adversary tactics 

and techniques.

Real Attack case Used adversary techniques

Stuxnet 22 techniques including Hooking, Rootkit, etc.

PLC-Blaster 5 techniques including DoS, Native API , etc.

❖Data Pre-processing
▪ The collected information can be organized based on the 

MITRE ATT&CK for ICS Matrix.

▪ It is possible to Identify the tactics and techniques 
frequently exploited by attackers in OT/ICS environments.

▪ It processes the information into a format that a LLM can 
learn from.

❖Modeling
▪ By fine-tuning a pre-trained LLM on the dataset, we create a 

specialized model for detecting and responding to cyber 
attacks in OT/ICS environments.

▪ The specialized model can identify attackers’ patterns, or 
even predict future attacks in OT/ICS.

▪ As a result, organizations can identify the intent of attackers 
and minimize the damage from attacks.

❖ The differences between OT/ICS environments and traditional IT 
environments make it difficult to apply existing cyber attack 
detection solutions.

❖ The signatures used for traditional intrusion detection can be 
changed, making it difficult to detect and respond to the attacks 
if attackers evade the detection methods.

❖ We proposed a new LLM-based method to detect cyber attacks 
in OT/ICS environments using the MITRE ATT&CK for ICS 
framework.
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