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AU 3 : Google Play & Kaspersky Statistics

Key Google Play Statistics

Consumers spent $47 billion on Google Play apps and games in 2023

e QOver 113 billion apps and games were downloaded on Google Play last year

e 2.61 billion apps and games are available to download on Google Play

e The top grossing app on Google Play in 2023 was Google One, a cloud storage
service

¢ Instagram was the most downloaded app on Google Play last year, with 521 million
downloads kaspersicy

= OfZ2|A0[M 4+ E & Z58F Business of Apps2| &0 2|5tH, 2023 ot 3l S 2FEF Google Play
StoreOf| A 1,130 7} 0| & 2| ®O| L2 2 E &[Tt BRACE

= 2023 0] = E OS] At Kaspersky2| K& 0| & 3300 49| A XHEHHCHD Bt £3] 202114 2
-

2| gaotE ZHEZ 7| 710 tiet S40], 2023 'H 0] = 20223 CHH| 5 50%p S 70T AL,

 E=3ustm 4
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1Atz 7|8t H o] BFX| AL} K-Means 7|8

& DHY J7|7|E A O 2 3t A =T}

Mok Permission) 12|11 CIEIE(Intent) 52 EYHE

10, 14].

2}, 7| A2t &2 7|22 2 API(Application Programming Interface) 2,
A 7,

1520 Ot I Eo| 345 BX[5Hs A7 d[3-7, 9-

> [3] TLA O|SE O/HE THF X2 ApI SEEHE 0/88F 2HEZ 0/ E 94 U EIX|0JA HHE3}7} O/ X]= S & Workshop

on Dependable and Secure Computing, page 23-27, 2021

“OtX|BH WA EYZEZ SigE HE2 MER SYEES 71T ofd ¥ BX[SH=0 2dH 0| X| gCi= A0
bt

- =3} (Obfuscation)Lt & Z Z(Cloaking)S TI2hot= 2/d A E BX[7|EHe 28

= |
> THA 4 AN K AL AP SHO| A UOME HEHOE A8

L =g =T o}
Eﬁ.ﬁ;%ﬁ'a‘m Computer Security & OS LAB
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% K-Means= TO{ Tl OIO|H =2 AHe|of et FAHE 2 7HX| = ke 2R 2 2
= K-Means= & 2HM 0|10 ZHEHSE 1od O+ &2 G| O| H Al Of| M &= HiFE A|AHO] 7t
= HQHEl RIS A/ of 2ot 2HA| 210] APt & HE I FAlSt WSS L2 DistanceE 7| =22 A 53}
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Research Questions
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FE20|E TH|0f BX|0f &et 7|E

A L . Androzoo Datasets

«* Reference : [13] K. Allix, T. F. Bissyandé, J. Klein and Y. L. Trao n. AndroZoo: Collecting Millions of Android Apps for the Research

Community. IEEE/ACM 13th Working Conference on Mining Software Repositories (MSR), Austin, TX, USA, page 468-471, 2016.

«* Reference : [14] AndroZoo. University of Luxembourg. [Online]. Available: https://androzoo.uni.lu/. [Accessed: Jul. 25, 2024]

Lists of APKs
Everything

Big (=2.7GB compressed) CSV file updated every night (before 6am Luxembourg/Paris time),

containing the following fields (not in that order):
sha256, shal, md5, apk_size: Those are what you think they are.

dex_size: The size of the classes.dex file (i.e., ignoring all other dex files)
dex_date: The date attached to the dex file inside the zip (sometimes invalid and/or manipulated)

WARNING: the dex_date is mostly unusable nowadays: The vast majority of apps from Google Play
have a 1980 dex_date

pkg_name, vercode: the name of the android Package and the version code (as reported in the
manifest file). Note: pkg_name might be unique inside one market (i.e. two apks with the same
pkg_name inside google play may have the same developer).

WARNING: There is one bogus APK
(BC564D52C6ETIE1676C19D9602B1359A33B8714A1DC5FCBBEDB02209D0B70266) whose

pka_name contains a",". Use grep -v ', snaggamea’ to get nid of it.

vt_detection,vt_scan_date: The number of AV from VirusTotal (VT) that detected this apks as a

malware on vi_scan_date (if available)

markets: a '|' separated list of the markets where we saw this APK. Note: The absence of a market
does NOT mean that an APK was not published on this market. It means we did not see it there.

o sim

OAMKOOK UMINERBITY

AndroZoo+ Google PlayS H| St CHFoh =X Of A
ANEHoz W= 2o, Ak I 2| EM = X| &H5HH
S XY 7EX] 22,4005t 7H9I APK O|O|H & 4.

A 2R/

dex_date : AndroZooOf| A| K| &5 St= A= O Ef O O] H

UERLEE
Aok M. vt_detection=10
oFd ¥ . vt_detection> 3
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2o BX| o

hh

7|&

A 3L - How to Extract Effective Feature

Reference : [4] J. Jung, J. Park, S. J. Cho, S. Han, M. Park, and H. H. Cho. Feature engineering and evaluation for android

malware detection scheme. Journal of Internet Technology, vol. 22, pages 423-440, 2021

R Shy ==

Arp[5] &

| pafer[6]0]] 2|5l 2Hd A=

Row data extraction Feoture extraction
AndroidManifest.xml } =lr Permissions ]
f AP calls
classes.dex J {class name + method name+
APl descriptor)

Related wit
malware?

“Exclude” Domain knowledge-based +
Gini importance-based selection

f

-L Count Feature importance ]

Jl\o!...ylfo'o -Ojll

API l Permission I Feature vector
- N A Y
|1]of1]|.|o]o]1]1]0].|0]1—

Feature vector

S o=t

OAMKOOK UMINERBITY

2 AndroZool| H|O|E{ AT} 2HE ZHAEE =8

Eflo BXl0 =

Random
Forest

.. -y

10

=
s

o
ol

T

1, 848712 SAM API S E

Sl q Google Android2| &7l HE 2}

= H1,

Table L. A partial list of APLs selected using domam knowledge

Some AP (of the selocsad 1,845 APLs)

User account API

Landrood sccoumts/ AccoantManager; petAccounts { i Landrowd sccounts/ Account;

Landroid sccounts/ AccoumtManager: clearPasswond { Landroid'sccounts’ Account, 'V
Landrotd’ sccounts' AccosmtManager;. getPassword - Landroid accounty' Account; )L java Sang String:

Bluctooth AF1

GI'S'Location AP|

Landrowd bluctooth BluetoothAdapter; enablo{ )2
l:mdnwd buctooth BluetoothAdapter; isEmabled { \7 —_—
lnm!nud Vocation L l«\ah m\l.uuhcr .nddn;n\xusl.xslgg:_r) L.mdnnd h\.uuvn (:Sv_s‘smux\l m.m.r }.’

Landroid locaton /L o.ulmn\(.uuécr requestlocabontipdates: {JF Landroid location Criteria;Landroid. ap
p'Pendmglntent: )V

Andio AP

SMS AF1

Landrowd media’ AudioRecord: stantRecording ( )V

Landroidtelephony SmsManmager, sendDataMessage{ Ljava/lang Stnng:Ljavalang/String S[BLasdroid
app Pendmgintent. Lamdroid app Pendinglmen )V

Landrowdclephony SomManager, send TextMessage (1 javalang Strieg. Lpava leag String: Lavalang St
ingg: Landrosd ‘app Pendengintent; Landroid app Pendinglntent. )V

Telephomy API

Landroid telepbony Telephony Manager, getSimSenaiNumber{ )L java/lsag String;

Landroid‘telephomy: Telephony Manager, setDeviceldy i ava'lang Stnng

Process API Ljava'lang Runtime; exec:( L jovalang String: iLjavalang Process
Notsficatson APl Landrowd app Notification Manager, notify ( Liava/lang Strng: 1L androsd app Notificaton, )V
Stnng API Landrowd lang SeringBuikler. append: (Liva lang CharSequence; )L java lang SeringBuslder

Table 2. A partial list of permissions selected using domain knowledge

Some Pormissions (of the selected 79 permissions )

User accouns Permassson

GET_ACCOUNTS
MANAGE ACCOUNTS
GET_ACCOUNTS PRIVILEGED

Bluetooth Permession

BLUETOOTH
BLUETOOTH ADMIN
BLUETOOTH PRIVILEGED

Location permssion

ACCESS COARSE LOCATION
ACCESS FINE LOCATION

Camera pernussion CAMERA
SEND SMS
SMS permission READ SMS
WRITE SMS

Phone info permisson

READ PHONE STATE
MODIEY PHONE STATE
READ PHONE NUMBERS

Hilling permission

Vending BILLING

Launchet permission

com.androwd launcher permission INSTALL SHORTCUT

Ovarlay parmission

andeond. permassson. SYSTEM ALERT WINDOW
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CtE 20| E He 0] EFX|0f 2tot 7| = AL : What is Best Classification Model ?

Reference : [7] N. Peiravian, Z. Xingquan. Machine learning for android malware detection using permission and api calls. 2013

IEEE 25th international conference on tools with artificial intelligence. IEEE, pages 300-305, 2013.

% Peiravian [7]& = T 2H(Permission)dt APl 2=

()
= S
K| HT WAS AFBOHO] b AT EQI0]S BX|, 1 T HiZ WAo| 7HE 2 ¥52 HSHS #El.

Dataset | classifier | Accuracy | Precision | Recall | AUC
Perm SVM 93.54 924 87.5 0.92
API SVM 95.75 91.7 95.7 0.957
Com+ SVM 96.88 95.7 94.8 0.963
Perm J48 92.36 89.8 86.6 0.917
API J48 93.33 89.4 90.3 0.918
Com+ J48 94 .46 90.6 92.8 0.936

" Perm Bagging 93.60 92.0 88.2 0.956
API Bagging 94.89 93.6 90.7 0.986
Com+ Bagging 96.39 94.9 94.1 0.991

TABLE 11

BENIGN VS. MALICIOUS DETECTION
{PERM:PERMISSION; API:API CALLS; COM+:PERMISSION+API CALLS}

 E=3ustm 1

OAMKOOK UMINERBITY
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tE 20| E HYJ o EFX|of 25t 7| E AL : Sustainability

Reference : [9] H. Lee, S.-j. Cho, H. Han, W. Cho and K. Suh. Enhancing Sustainability in Machine Learning-based An droid
Malware Detection using API calls. 2022 IEEE Fifth International Conference on Artificial Intelligence and Knowledge

Engineering (AIKE), Laguna Hills, CA, USA, page 131-134, 2022

% X O Al o L= | | .|E |._9_"'H'<'5ﬁ =l | | | | |. -| |A |. |_ | oo © digl|
* 229 2 2014~2015F H|O|H{ & AE5H et5 &l 22 0| A|ZHO] X|LIEHA X[ %7 ANz ad.
=0 'Hol 2fd WOl M Xt AL 0| oML Bl I85t0] 2Eo
» £9]2019~2020H2| 2/ WA X} A2 E API TEO| HA UM - HIEHO Z AL mdo| d
= ZFASES $1O0
o Ol o-l--o=2 %!' |_I
Ft ) tr Table IIL. Performance table of Model for Experiments to confirm sustainability
rain Dataset 201 ——
Models for each Machine Learming Method
dooce Learnming based on the - - — — -
Model Yéar data of 2014-2015 Traditional Machine Tree-Keeping l_n_gfcmcmul
Learnming (TML) Learning (TKIL)
(Train Dataset 2015 Accuracy F1_score Accuracy F1_score Accuracy Fl_score
‘ 2014 0.975 09859 0.971 0.9840
- 0.9933 0.9963 =
2015 0973 0.9847 0.964 0.9801
2016 0.9896 0.9942 0.984 0.9910 0.976 0.9867
2o 2017 0.9625 0.9796 0.993 0.9961 0.99 09944
=== L n 2018 | 0.9643 0.9802 0.97 0.9831 0.971 0.9837
2019 0.302 0.373 0.975 0.9859 0.509 0.626
2020 0.2466 0287 0.977 0.9870 0.505 06218
Fig. 2. Incremental Learning Method AUT 0.8052 0.8275 0.9784 0.9878 0.85% 0.8956
 St=Rstm
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tE 20| E HeJ o] B X|0f 25t 7| = A : How to Measure Sustainability ?

** Reference : F. Pendlebury, F. Pierazzi, R. Jordaney, J. Kinder, and L. Cavallaro. {TESSERACT}): Eliminating experimental bias in
malware classification across space and time. 28th USENIX Security Symposium (USENIX Security 19), 2019

9 =20 AL QHER0|E B0 2R oI ZE 27 21X of o) =2

e~

= Fl-score’| 0.990| Eot= B 7F UX| T F 7FX| 9] oSt MM H S (Experimental Bias) 2 2 A7 R EH B LI =&

Al ZHS HE (Temporal Bias) : A|ZHY HeF2 O[22 XA S st A|A A 2 = L 2EX| E2 Z21HE HSote B

= A S DHSH= AZHE S S 7 ZHO|M 9 A B X & ol £ L 452 Motst= HeEf X|F7ls/dS
HI7tg = Q= AUT(Area Under Time) S X|

% . Pendlebury’= 9HE.2 0| = o} ¢ BIX) F0L0I M 9| NHX MEE2 BHo| ML S NopA7|= F0

[0
ro

0
Hu
I
30
i

= = k=i
OAMEODE UMINERBITY
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K-Means 7|8l 27 RE = 0|

K-Means 7|8t 2& nEO| 4

% K-Means 2|2 EZ

= ot S OIS AL dd/9d S0 2t Sl =S ke 22 AH0| 2.

‘0

= 2 2H2HO HIOH S0 2

. E|AE HO|E| OS5 A| 7|SHAE

o sim

OAMKOOK UMINERBITY

» B Z | A E (Random Forest) =5

-15-

Datasets

APKN

l dexdump

API Calls

API vector table

K-Means Clustering
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K-Means 7|8t 25 RE S 0| 2o He| 0] EHX]

Cluster 1

Train T\
— m| A == {7—’—, Random Forest 1
ZH 0O|H Y HAE H|0|E & P ~ )
4 ! Clustor2
>0 Train set | 2014 | 2015 | 2016 1 ,", (‘train =%
AndroZoo O|O|E{ X0 M 5 48,00071 2| APKE ALE 3 J |/ A3=| Random Forest 2
- N — : ’
» 28 HolH . N ~
Soj AT D EAAE SET] BHA O OlE 2021 \ \ 3= | Random Forest k-1
or=— - \ N S
u K MeanS -I -I I- O ;lrl_- -”__ =TT | -1 - -” | -I \\ j/ ““ \(IIuslcrk i
\(: Tuin \\
= 2014~2016ENX| A H 6,0007H9| A/ UWS 1.1 HEE AFE ‘ }(:—: Random Forest k
Aal /)

< HIAE H|0|E
1= E HlOIE dex_date | HAT S | ob oA

= K-Means %E'lﬁE‘I EOIJ_-Il' |E_ EI EE’IlﬁE _E__ﬁ_ﬂ G"é E” Ol E'I 2014 6,000 6,000
« SHHo|EEC}O|2f AL Co|E > BRI ZH S "It 2015 6,000 6,000
» HAEL 14 ClQ| 2 XIS 2016 6,000 6,000
. ZLE|AE 220 S/HAE GO|EL 9:19| B[S 7L} 2019 | 2000 | 2,000
2020 2,000 2,000

= 2019~2021F7FX| A= E 2000702 H&/d WS 1:1HEE ALE
2021 2,000 2,000
Total 24,000 | 24000

> o}
Eﬁ.ﬁ;%ﬂs‘m -16- Computer Security & OS LAB



W71 | EE! : confusion Matrix

Ot et 0] §2|BtLt.

| HE = =& = (Confusion Matrix)= 7|Et2 2 S, O| [} &12|o| F &4
[ 7

Predicted

Negative (N)

Positive (P)
+

Actual

MNegati False Positi FP
egative True Negative (TN) alse Positive (FP)
- Type | Error

Positi False Negati FN
OSItve alse Negative (FN) True Positive (TP)
+ Type Il Error

= = k=i

OAMKOOK UMINERBITY
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W7 | E&El : Micro Average Al

“* Reference : Marina Sokolova and Guy Lapalme. 2009. A systematic analysis of performance measures for
classification tasks. Inf. Process. Manage. 45, 4 (July, 2009), 427-437

+4520 I2H, F2AE B IHN5, d/48 W =2 S U + 2Lt
« OekM = 20 2E SH2E2| 05 20tE otLe] ESAZE 2 ehitst £ J 2 & (Precision), AT

£ (Recall), Fl-scoreS A|AtSH= 00|32 HA

[ 1] 2014~2016'8 K-Means &% A3}

Scaling : 1/100

e | e | g | ¥ | wasm

ARG | o4 A ug
ez |G 28,388 = 0.7886 | 14,235 | 0.5014
G, 7612 | 02114 | 3765 | 0.4946

G 22,563 | 0.6268 | 12,246 | 0.5427 C

k=3 | G 9956 | 0.2765 | 3483 | 0.3498
G 3481 | 0.0966 | 2271 | 06524
G 16,884 | 04690 | 10,156 | 0.6015
G 2938 | 00816 | 1921 | 06538
k=5 | G 10.114 | 02809 | 3685 | 0.3643
C, 5853 | 0.1626 | 2083 | 0.3559
C 211 | 00586 | 155 | 0.7346
25 14,263 | 0392 | 8911 | 06248
G, 3403 | 0.0945 1281 | 0.3764
G, 5615 | 0.1560 | 1.841 | 0.3279

k=7 [ C, | 106 | 00029 | 8 | 08113
¢ | 880 0.0244 604 | 0.6864
a2 9287 | 0.2580 | 3,721 | 0.4007
G 2446 | 0.0679 | 155 | 0.6361

> ot otm s
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**Micro-Average

» DE ZIAO| £X|E M0 =HE TPEN,TN.FPE 18t £, 0| E 7|HIC 2 5 X|EE A AHSH= whAl

| |
* Micro averageOl| A| “average”2l= 0= Cts S 2/8(0|= 2 F0M B X[HE T Al (aggregate)ott| THH 242 2
" 2ot= g ol A 24

- CI&5 0|2 2R0IAM O0| 22 EH 24 O] H=2h I (Accuracy) A| HE = LHIE O 2 AFESHA| =L} 1s].

i=1 Confusion Matrix
Pr* = - 0 1 2
Z( T i + FR)
1=1 Predicted label o4 7 1 4
k r ] . W
3 IR B
Re" = 1 =
k SHI QI Q E
T
) (TP.+ FN)) 3 Si{ o 1 12
=1 = AN &
L: " Micro-
ol 5 - average
e 2-Ir - Re + 2FN Sensitivity ) 1 & 6
P+ Re”
Predicted
¥ ok ot 1o
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Modified AUT(Area Under Time)

*»* F. Pendlebury, F. Pierazzi, R. Jordaney, J. Kinder, and L. Cavallaro. {TESSERACT}: Eliminating
experimental bias in malware classification across space and time. 28th USENIX Security

Symposium (USENIX Security 19), 2019

*X|E7H54e ZELRE U AL E =70t AUTE Of2f| =411t ZH0] K| Ototrt,

= [f(x/c+1)‘|“f(x;€)] - (N/n)

AUT™" (f .N.an)=

SO7|M fx)= kX BOM 7=l ‘ds 440| M, F1-Score, Recall, Precision = O] A& EILCL,

% NIt 22 GlOJE| £77|7H I AE 222 o|0[8H &2 4= N/nQ 2 BHEL},

< 20199 2 E 2021 H =X N2 3Y O| B 2 (F,H, 3Y, 3)2 ALESHCY.

UANKOOK UNINEREITY Computer Security & OS LAB
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2014~2016'A K-Means &5 ZA 1}

<« SHLHQ| (k)0 & 2HBI0] St ALY S HAH(C)7F S dEl= AS =g + ULt

Lot FHAHL k)7t S7t0tH 4 S AHL| WM+ 2w F 2 2= X| Y, O HI X
2 SYAH Lo /9 d ¥Eel Sl 2ad2 HstE .
4

[¥ 1] 2014~2016d K-Means &<

£

o4y of | FH2H Y
Custer | ARAT | "% | ge |9 g ug Scaling : 1/1000
" G 28,388 = 0.7886 | 14,235 | 0.5014 k=3
G, 7612 | 02114 | 3765 | 0.4946
G 22563 | 06268 | 12,246 | 0.5427
=3 G 9956 | 0.2765 | 3.483 | 0.3498
G 3481 | 0.0966 | 2271 | 0.6524 CZ
G 16,884 = 0.4690 | 10,156 | 0.6015
G 2938 | 00816 | 1921 | 0.6538
k=5 | G, 10.114 | 0.2809 | 3685 | 0.3643
C, 5853 | 0.1626 | 2.083 | 0.3559
C. 211 | 0.0586 | 155 | 0.7346
G 14,263 | 0.3962 | 8911 | 0.6248
G, 3403 | 00945 | 1281 | 0.3764
7S 5615 | 0.1560 | 1.841 | 0.3279
k=7 | C, 106 0.0029 8 | 08113
C. 880 0.0244 604 | 0.6864
G 9,287 | 0.2580 | 3.721 | 0.4007
C 2446 | 0.0679 | 1556 | 0.6361
f %ﬁ;[ﬂ;‘.ﬁf_ﬂ -22- Computer Security & OS LAB



2019~2021'F K-Means 0|5 A1} : HEH (dex_date)

» BPAHC| 20732 S 7|F 02 (E 1D HBRES W, 74 2717t 2 ¢, 2 HR o4
M H[=0| & 20%p S7FALE.

o CCSE = - OH o0l =713 o OFA{ OH
SESHE HME 2 C= 3o WO H|=0| S75HELE ;2 HAE H|O|HOFCt 2Fd Wl H
=) o) L L= O O}A{ OH
=0| HSSIX[TH CGECE =2 4d @
[ 2] 9% & K-Means a2 A} (k=3)
Qe | 29 | Ave E‘E*;T—;‘ 4 Scaling : 1/100
. |.2% | m 0.2792 k=3, dex date = 2020

b : ob4 1,851 0.7208
; =2 [ 793 0.9308
(2019 g | eryg | 59 0.0692
o ECEEE 0.8448
° 2} 90 0.1552
. [ A% [ s | ozw
bea ool e | 1831 0.7709
e z EEL 756 0.9594
2 ot 32 0.0406
C ‘ 4 | 700 0.8363
G | 13 0.1634

C | 8% | 48 | 02739
b : ob4 1,108 0.7260
(20;31) ' e [ | 829 0.9431
B ok | 50 0.0569

c ETE 753 04721
= S [T | 842 0.5279

%ﬁ;[ﬂ;‘.ﬁf_ﬂ I -23- Computer Security & OS LAB




2019~2021E K-Means 0| = Z 1} : S AE Q| 7|+ H (k)

<« SHLH| k)7t S0 He 7hK - 2vd 2 2etE 0, /A48 EclL =+

ogt
rlo

o sim

OAMKOOK UMINERBITY

ot = A2 (& 112 At FAFSHEL
ekl = 2 [E 1)9 2102t wAfSHLL.
o OAI EO HE A Sk Gl ey | N oS © dIs
o 224 52 2014~2015'3 OB E A8 &5 &l REHO| A[ZHO| XL A X|£7HSSHA| 22 52,
= L T it
= £75]2019~20203 2] 2t WO M Xt AFEE API 2=0| Hat O ZE2|AHO|MUMZ HHEH O 2 A}
e} 5] A= ASES SO
85t R o 40| Zagts =0l
$# 3) kel 48 K-M 2 A3} (dex_date=2019)
[E 1] 2014-2016"d K-Means &% 43} ks, G et
. NE LR
e | Are | wg | 229 [ #Hen il Ml i [T
ARG | o4 A g . A% | L4 03776
- , ‘ k2 oA 1,881 0.6224
g | C 28,388 | 0.7886 | 14,235 0.5014 ©019) — T T osm
G, 7612 | 02114 | 3.765 0.4946 G, st 119 01216
[ 22563 | 0.6268 | 12246 | 0.5427 _ S A7 0979
k=3 | G 9.956 | 0.2765 | 3.483 0.3498 o R B s B 3| 0.7208
& 3,481 0.0966 2,271 0.6524 (2’019) (, A4t 793 0.9308
G 16,884 | 0.4690 | 10,156 0.6015 . oA 59 0.0692
G 2938 | 0.0816 | 1921 0.6538 o | A% | 4% 08448
k=5 G 10.114 | 0.2809 3,685 0.3643 | 90 0.1552
G, 5853 | 0.1626 | 2.083 0.3559 c B | 353 0.1637
G, | 211 | 0058 | 155 | 0.7346 b S . N ..
1 C, | 14263 | 039%62 | 8911 | 0.6248 G =+ ‘”‘ : ’::)’
G 3403 | 00945 | 1281 ().3(?)64 e _ B e —
e 5615 | 0.1560 | 1.841 0.3279 2019 c, o ST
C, 880 0.0244 604 0.6864 “ e 37 00708
G 9,287 | 0.2580 | 3.721 0.4007 . G | 132 0.7333
[l 2,446 | 0.0679 | 1,556 0.6361 s o} A 48 "0.5687
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SSHAHO| (k)71 30 2, 4 Se{AHe HHE X AE EF Z1IE SfMSI0 AL HE LIEFHCY
« SHAHYE TPRIFPO| H|E0| R EMOE =2 H[23 KAWL O] = HE 2 AE R
O|E{of Ciotof Oj2 A|E2| H|AE HIO|E & of| 5 i, o4d We = EHX| &=
= £ 20202 42 2019H0]| H|SH F, M7 2 1%p &F Z AR, 2019'F 1t 2021 2| Z1t= O| M| XHO| & E QUL

[¥ 4] E33E 3 2 (4=3)

~_ 9%

k=3 A4 94 4

AA 4 434 (TN) 1.566 (FP)
2019

A A 25 (FN) 1,975 (TP)

A4 A 360 (TN) 1.640 (FP)
2020

34 A 22 (FN) 1,978 (TP)

A4 447 (TN) 1,553 (FP)
2021

o}A] of 76 (FN) 1,924 (TP)
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SH2HE ER €Y

% [H 5]= [H 4]0f| A| k=3, dex_date=2019Y! [ E2{A K H =5HHZ LIEIHLC}.

= H|AE OO[E2] 2,00071 &4 M & C,OIA 2 A 1,833702| TP7t HEE[ AL,

« E0H M A BEF0|M FRO| ViKYt o SOt EEotE A2 = LIEFRCH

= SHX[2H GOl SR E(Pr)E F79%2| SHHH2E w2 H[Z R0 2ol S B Hl=0] 93%R H .2 7ts 37[7¢
22 GOl BEE(Pr, Pry= 42 7.5%, 17%2tS E AL

SO0l eiE Y AE OEO0| ZH 2 AES 744 = HA/etd EejA SRS N85 X| & e
o

[ 5] €82HYE £5F A7 (£=3, dex_date=2019)

N L

gﬁ“a_ A% 4 | oy 9

A 223 (TN) 494 (FP)
. oty < 18 (FN) 1.833 (TP)

g ¥ ‘ 147 (TN) 646 (FP)
2 oty . 6 (FN) 53 (TP)

A% A ‘ 64 (TN) 426 (FP)
2 kg i . 1 (FN) 89 (TP)

o sim
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<*Micro-Average Al O 2 F1-Score=2 H|At S AUTT E AE810] 7| EQ| MY A E AT H| KL}
» MM O Z H|Ot=l B HIO| 7| = 0| BHAH T F1-Score@t AUTTL| HOIM G E2 HsS EY

= £91,2019~2021H0 ZH AT+ 7S 2 S 2H (k)= 1520, AR F M BRS ER AUT
A Lok 242 0.7182 %t

* O|=K-Means& HEOHX| @2 7| &2 2 2o A E HAEL}3.4%p &2 +X[O|LCL,

Traditional Micro Avg.
Machine
Learning(RP) k=2 k= k= k=T k=11 k=13 k=15 Avg.
2019 0.6927 0.7004 0.7129 0.7082 0.7351 0.7330 0.7346 0.7399 0.7234
2020 0.6807 0.6895 0.7042 0.6966 0.7239 0.7286 0.7245 0.7367 0.7148
2021 0.6826 0.6876 0.7026 0.7070 0.7305 0.7428 0.7273 0.7416 0.7199
AUT? 0.6842 0.6917 0.6949 0.7021 0.7284 0.7332 07217 0.7387 0.7182
o sim 7.

Computer Security & OS LAB

OAMKOOK UMINERBITY



n>cy =13
y ;n.ﬁ;r;';'.mﬂ- Computer Security & OS LAB



Bl L ZH A

A

24

=
o

E:

1

A, 2E{2E 0| (S 5Y4E 2

K-Means S22
o=

3

*%

50

100

HEAI
o

= Micro-Average

olo

ou
mujn

<

LHd

-t

<0
100

Computer Security & OS LAB

% ks

| I

-
o

NS

Jy et=oiorm



=

|

02t
ot
e
-1
2

< EH FHAE 2 (k) B

 Elbow Method 5SS 085101 HlO[E{Q FHI HHT S D& Nofdt 4 Uk AHQ| FAE H42 T

o
oo
>
£N
a
2

A
= O

= I EEX A L XA OE HES 20/7| ?lo v ol GAU2ZS S8

100% Model accuracy -
’ » —-‘_-\‘ - 1~ I‘P‘:
80% - /@,—a—f““ : g s enas d

3
= N
= — :
% % 0.8 g Yo AL !
@ 0, | 2 =
8 1
g 0% : e o o
.E ; ] 06
~ [ Q :
> 40 /o -
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& 0 /o 'E == Precision
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Number of clusters
- Threshold
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*» Marina Sokolova and Guy Lapalme. 2009. A systematic analysis of performance measures for

classification tasks. Inf. Process. Manage. 45, 4 (July, 2009), 427-437
MA GIo[E{ M2 8/ 4’82 H[E0] 1:1

« 2 20 ¢ UHSICH> 2 Ll T
% Micro-Average 42 4 MES HEH2E 2ot B 5 A Mots GH2E, SLES ML 2=
X720 Xt > 37l 0] 2| class/LabelOf| A= Accuarcy2| 82| 2t A&t &2 O] Micro averaging2| H &
ATHGER] 7| T2
;
) TF,
Prf = i
Y (TP +FP)
1
A
Y 1P
Re* = ' =
Y (TP + FN)
1=1
u_ 2 FPr”- R
' P+ R
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