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o Hi 4
= C|X|E Meto = QIS ADLE M3 AOE HE ADE MEZ| 5 ADE x 7|52 SE2 = QIELID}
AL k|0 /I E oT(Operational Technology) HI E* 27t @IE Ul 1} &HZ
= A0 JAE HERAS 2IHU HZE = Q5| Afo|H 54 IR0

ZE|W 2023 22E 2F7|E(0T) X AIO|HEQ HE H M YE

Q: What types of intruslons were experienced? (check all that apply)

. - EX: ZE|ul A2|0F A 2023 62 5L
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< Network Scanning 7| &
= Active Scanning: 4 E
= Passive Scanning: 4 E

H3O0| HEH HE S
H3A0| HEH HE S

ICS/SCADA &t X| A8 810|HE|C EAM I | EX|Q| S5t Modbus HE S B8 217 | BACnet BHX| A U 241 Al X}
T= HatojA| 2 A=Y EHD EE X BAH=REY S310f| chsH
[7] [8] [F7t ¢
A7 E(iTrust) 2| =X 2| Wago PI._CS' MegéTec SNMP Card for Siemens Desigo CC Building
of A} : UPS(Uninterruptible Power Supply),
A+ CH SCADA(supervisory ControI and Data Electrolndustries/GaugeTech, Eaton management,
Acquisition) E| 2 EH|E 5 371 H|0|Ef 37} . geech, DXR, QMX, QAM Series 3712| 7| 7|
Corporation on Internet.
= = it | O 1A
S20/Me SEEE (=Y 20|, s=&A o
] ! MZAE Modbus®| 2| K| AE T4 HE M8 ZZ EZ(BACnet 2 X
AlH EX] X = T =Zo o = ,
HE s SHE MAC D, TCP Segment Length, IP Packet ) BAChet & 4)0] A EA sie
Length, TTL &) o -
Ald dh e Passive Scanning Active Scanning Active Scanning

Py apistm
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**[7] Al Ghazo, Alaa T., and Ratnesh Kumar. "lIcs/scada device recognition: A hybrid communication-
patterns and passive-fingerprinting approach." 2019 IFIP/IEEE Symposium on Integrated Network and
Service Management (IM). IEEE, 20109.

+*» [8] Keliris, Anastasis, and Michail Maniatakos. "Remote field device fingerprinting using device-specific
modbus information." 2016 IEEE 59th international Midwest symposium on circuits and systems (MWSCAS).
IEEE, 2016.

%37} =21] Cash, Michael, et al. "On Automating BACnet Device Discovery and Property
Identification." ICC 2021-IEEE International Conference on Communications. IEEE, 2021.
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= 570 2| EH|[(PLC 47H, HMI 17H)
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Xpanel
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Packet Capture
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Laptop

£3g (Blending) 57
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A Zat 24
#4822
» 0SI7AIBL S8 AS, WS A5 UEXHAAS AEM EE 2 F=
- SEAS: FX EANESe EE2ES UG U ZEES
« HZE A F: TCP Window size, TCP Segment Length, UDP Data Length
- HESIA AF: TTL(Time To Live)

OSI 7 Layer Model
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MELSEC-Q Modbus
Xpanel Modbus
S7-300 S7comm
XGT Series XGT Id%
MELSEC-Q(Hidden) MELSEC T &
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AMEXME2 T2 EES AIE
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= TCP Window size, TCP Segment Length, UDP Data Length2| Z|A, Z|Olf, B Zf= 2 2I(THY: byte)

TCP Window Size TCP Segment Length UDP Data Length
2 | 2y
IPS = o PN | of o7 x| 2 | f 7
XGT Series 16000 16000 16000 54 64 56.1 0 0 0
- MELSEC-Q 6132 6144 6138 30 83 32 0 0 0
3%
X0 MELSEC-
1 1472 484
Q(hidden) 0 0 0 0 0 0 8 8
S7-300 2048 2048 2048 26 45 35.5 0 0 0
Xpanel 62 86 65.1 54 64 56 40 40 40
XGT Series 16000 16000 16000 54 64 56 0 0 0
MELSEC-Q 6132 6144 6138 30 80 32.5 0 0 0
>3 MELSEC-
o O
1 1472 484
oj® 0| | q(hidden) 0 0 0 0 0 0 8 8
S$7-300 2048 2048 2048 26 45 35.5 0 0 0
Xpanel 0 8192 65.1 33 61 60.4 40 40 40
UiY o =THorm
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H TCP Window Size B3}
« 532 M|0{St= B2 TCP Window Size2| H3}

TCP Window Size

16000 -

14000 A

12000 A

10000 A

8000 A

Window Size

6000 A

4000 A * XGT Series
Xpanel

« MELSEC-Q

« S7-300

2000 A

0.00 0.25 0.50 0.75 1.00 1.25 1.50 1.75
Packet Index le6

SHE ASM EH
™S HOS= A Py © ¢ M| 0|} K| %E A3 Y5 XO|(TCP Segment Length) 7t ‘&4l
* TCP Window Slzeo| Hru2 s 837l S
« TCP Segment Lengthl| = X}O|7|- L4MM O, 4,05, 01 HO0|E 27| = X}0| 7} 24
« UDP Data Length= CIMON Xpanel, Mitsubis h| MELSEC-Q PLC Bt =2t9l 7}=
- SE2 ML BRMOGHR] Y= Ed2 SUSHEN AUS EAHE

NQ

YYo= thekm 15
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SHEAAS £4
= TTL(Time To Live) 2X

K| S MO Al TTL S8 0| Mo Al TTL & L m R
Aa | Ao | @ | #2 = Ha ! e
XGT Series 64 64 64 64 64 64 2001 © 00
MELSEC-Q 250 250 | 250 250 250 250 | 2|
I\(/I:il_dS;eCr;)Q 64 64 64 64 64 64 Ez :
57-300 60 60 60 60 60 60 ] —
Xpanel 128 128 128 128 128 128 o0 oms ko ok 00 A ko ks

SHEQI A B0 Ao E4
» 3HS HOjStE HP e MOBIX| Y AR TILES 2]
* XGT Series, MELSEC-Q(Hidden) PLCE= &= TTL £l 645 A}E
« MELSEC-Q PLC= £ 2 MX| A = TTL 40| 642} 2502 AFE
o M ZHe| EH|O| A TTL 20| &2f, TTL 240| Y 5 X}4AF Al g2t ~ QS
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= X 5 A—O Af%ﬂf S8 HH: 5 5 =& (Flow Volume), I Zl ZF =&k A[ZH(Inter Arrival Time) ...
» T A B AMEE= 5T EE: 5 2T (Clock Skew)

= 7|E}: Application Port Numbers, MAC Address ...
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