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Type Name Version
Car AVANTE(CN7) 2022

Mobile Device Galaxy 521 Android 14

( pure)
Mobile Device Galaxy A23 Android 14
( rooting )

App Bluelink ver. 3.922

X Bluelink= 2025/06 7| OtO|®iCHapp 2L Z MH|A St & &L Ct.
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Name Description

adb Tool for checking dynamically loaded dex files
static apktool APK file unpacking and repacking tool
jd-gui App source code viewer
Python Tool for attaching Frida to Bluelink
Dynamic Frida Hooking Tool for bypassing root detection logics
Chrome Devtools | Tool for analysis target API’s process
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Index | Type | Tool Behavior Result
Al 1 S jd-gui | Analyze Original Dex file Find rooting detection logic 1
-70_1 2 D frida | Hooking Logic 1 Execute App in rooted device
&S 3 D adb | Analyze Dynamic Dex Loading | Get Dynamic Dex Loading files
= 4 S jd-gui | Analyze Dynamic Dex files Find rooting detection logic 2
' 5 D frida | Hooking Logic 2 Execute features in app

TYPE [S : Static, D : Dynamic]
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Category Features (roﬁii?;] 2)
Start
Engine
Stop X X
Control Lock O @)
Doors
Unlock O @)
ETC Light 0 o)
sendToCar O @)
carSharing O O
B st 15
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=B com.velox hkme tm1k () & android.app.ActivityThread.IDS xml 2025-04-24 2% 345  Microsoft Edge H K8
. 1 app_textures (0) € AwCriginVisitLoggerPrefs xml 2025-04-23 LF 918 Microsoft Edge H K8
__ 1 app._webview (8) & com.google.android.gms.appid xml 2025-04-24 27 11:35 Microsoft Edge H KB
.. L cache (2 € com google android. gms. measurement...  2025-04-24 2% 345 icrosoft Edge H 2K8
L code cache (D) € com.google firebase.crashlytics. xml 2025-04-24 27 11:35 Microsoft Edge H 1KB
- 1\ databases (8) & com google firebase. messaging xml 2025-04-22 ¥ 452  Microsoft Edge H KB
-- L files (12) € com.velox hkme_tm1k_preferences.xml 2025-04-22 2% 452  Microsoft Edge H 1K8
£ no backup (4) € cryptoKeY_256.xml 2025-04-22 2F 452  Microsoft Edge H 1KB
o gl shared _prefs (15) € FirebaseHeartBeatc2Vjb2SkYXIS+MT02..  2025-04-24 27 11:35  Microsoft Edge H... 2K8
@ FirebaseHeartBeatWORFRKFVTFRd+MToy... 2025-04-24 271 11:35  Microsoft Edge H... 2KB

€ frc_1.617564914833_android_20ca0d7... 2025-04-24 27 11:36  Microsoft Edge H KB

€ Hawk2.xmi 2025-04-24 LF 406  Microsoft Edge H 5KB

€ pref_pms.xml 2025-04-24 2F 3:45  Microsoft Edge H KB

€ preference.xml 2025-04-22 2% 453  Microsoft Edge H K8

€ webViewChromiumPrefs.xml 2025-04-22 LE 452  Microsoft Edge H K8
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Hawk2.xml crypto.KEY_256.xml

H[O|E| ot & C[HY GHlO[E ot & C|EE

Entity,

version | cipher_id | iv | cipher_text | tag

aad
= version+cipher_id +Entity =AES.new(KEY, AES_GCM, iv)

.update(aad)
.decrypt_and_verify(cipher_text, tag)
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