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Comparative Analysis and Utilization of Digital Forensic
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ABSTRACT

This paper presents a comparative analysis of digital forensic artifacts generated by API-based and
standalone Large Language Models (LLMs) operating in Windows environments. The study investigates how
architectural differences—specifically, remote server processing in API-based LLMs versus local execution in
standalone LLMs—affect the storage location, data format, volatility, and persistence of forensic evidence. To
address these differences, we propose a systematic methodology for the classification, collection, and analysis
of LLM-related artifacts. In addition, we develop an automated script that extracts relevant artifacts directly
from disk images and introduce a forensic analysis framework tailored to LLM environments. The proposed
approach is validated through scenario-based experiments, which confirm its effectiveness in tracing user
activity and its applicability across various LLM implementations, independent of specific vendors or
deployment types.
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<Table 1> Description of Two APl-based LLMs

Application Version Plan 715 7I¥k 8 Holg
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<Table 2> Description of Two Standalone LLMs

Application Version Plan 7% 7]§t 8 dHolH
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<Table 3> Tools for Collecting and Analyzing Artifacts

Tool Version Description
VMware Workstation Pro 17 e
FTK Imager v.4.7.3.81 g2z olmA @ tjam BA
Autopsy v4.22.1 Y A" EA
HxD v2.5 Hloju g =Y, Wy gz 4
Procdump v11.0 ez 9= A4
Volatility v2.6 wRE] 92 B
Wireshark v4.4.8 HEAZ izl A L &4
WinPrefetchView v1.37 Windows Prefetch 3+ #4
ChromeCacheView v2.52 Cache #4
RegistryExplorer v0.9.2 HA~Ed 9d &4
levelDB Viewer levelDB 3¢ £
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Figure 1. User Information Identified in main.log (Claude)
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Filename: CLAUDE EXE-83000900.p1

Created Time: 20250614 = & 5:32:43

Modified Time: 2025-06-14 :_# B12:29

File: Size: 6,018

Pracess EXE CLAUDE EXE

Pracess Path:  WVOLUME[D1dbddD2727860c1-9c72a1 37) HUSERSHI
Fun Caunter: T

Last Aun Time: Z025-06-14 T F 61 1:49, 2025-06-14 T % 1:54:52,
Missing Pracess. No

3

Figure 2. Prefetch file (Claude)
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(b) NTUSER.DATWROOTWSOFTWAREWMicrosoftWWindowsWCurrentVersion#ExplorerWUserAssist
Figure 3,4. Execution Records Identified in Registry Analysis
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Figure 7. Prompt History and Model Used (ChatGPT) Figure 8. Prompt History and Model Used (Claude)
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Figure 9. Prompt History and Model Used (LM Studio)
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Figure 10. Prompt History and Model Used (JAN)
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Figure 12. Deleted Prompt (ChatGPT) Figure 13. Deleted Prompt (Claude)
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Figure 14. Deleted Prompt (LM Studio)

Figure 15. Deleted Prompt (JAN)
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Figure 16. File Upload Records (ChatGPT)
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Figure 17. File Upload Records (Claude)
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Figure 18. File Upload Records (LM Studio)
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Figure 19. Each DOCX File Produces the Same Hash (LM Studio)
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o YESZ EYYL F=Z TLS 1.3 == QUICHTTP/3) ZZ2EFZ 453y, 4535 A e TLS
d=Mol= F7ke] SNIServer Name Indlcation) g B A& Zvils g1 4 vk ChatGPT&
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Figure 20. Network Traffic and Packet Analysis with Wrieshark (ChatGPT)
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Figure 21. Network Traffic and Packet Analysis with Wrieshark (Claude)
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Figure 22. Network Traffic and Packet Analysis with Wrieshark (LM Studio)
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Figure 23. Network Traffic and Packet Analysis with Wrieshark (JAN)
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oz oF Amete] YEQA EHo] w3t} o] HAoA TLS dZo] o]Fojxw, SNl Z=5 &
 HE =ude A £ Qo v 53 AgE LLMS F2 7|5 2ZA HYHER 9 &
o] WhAsHA] koM, YES T EfYe 223 A3 A5 ngd E}Tit JHo]E gl Ao
Agtd oz Azt VES D Egge A28 A3 Folvt Y =™ pcap & Y FAoE A3
o AAstH, 2 Ax"HoA BEC] JMed &4 HolEHE HIHT
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3.2.8 HW &4
API 7]¥F LLM®] ol HE9} =5 Ady LLMe ofg|HEE Hlu E43% A& (Table 5> YEY
Atk 53 Fol7k v olEMEE ZEIY 43 712, A4 PR, =W R AW PR, UESI
Evjgolt,
<Table 5> Comparison between APl-based and Standalone LLM
API 7]8F LLM (ChatGPT, Claude) =3 433 LLM (LM Studio, JAN)
Prefetch 3}d 3} o EEjAlolAE 24 21
= o Windows Prefetch, Cache_data, Tl €l Elg] U gy g JAF A%
A8 s log 3t¥ & A28 Ak tF YA A% gt gAE Zd A8 29 JSON A4
1 FHe)
F& Cache_Dataoll #%, Cache_Datacl Z 2 g#nith Ao), AR 22 7]%0)
A&z AR EZA8HA] &= A $ levelDBY mainlog 5 e =29 AL gdeg Y profile
gaAHg U log Lol & 75 Td 9o AR = A =X
mgme sg | CocheData FH Ul son B o AL AR, g AA AZL g = A%
-5, A4 A, AME 2dE A%
2+A1 = B 3
e e HEg gz A dE, 2949 3l 7 ey 9 A ZAE, 7 g2 75

Cache_Dataol] udw - U &o] HESZ AA,
g YR NTFS 21, #lX2~E%], Recent &1 A
et ol &<l Ths

A A2 ARHE THQ, ¥E, =
Eojq g | 1M EE ARCAT SRR EEES L0 g0 40 3 P gdelE A S0
e 5)7F Network Persistent State, ARHoz A%
° TransportSecurity, Cookiesell # % T °

5 F3(x El dQ] Az u)o 2] =
N ma(zael g, e amo A aw | 715 FAAE, Y d2ee 2ddd A2,

Y EST B4 od S22 AHolE AT TLS Egi=
1= Aush A& o2 TLS 2 By i ]HLg - !
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3.3 LLM =Z&4| olE|HE F&F Als2t AFHE

3.3.1 7R

re

=l AE E0l 23 oA o AA" thFs LLM o Eg Aol olEHEE AFo=z F
Z, BFste 999 AHH ] =(CLD 7I¥F 23 HEE /NISATE o] 2IHEE dfVES, pytsk3, libewf
-pythonz} & =&z glolHejglE &3ty Y AAES B45a, LLM oS AoldEz Fod
ZAZ Hdd me}t dolEHE AAFoE g - ST FE "y (Table 5> Comparison between A
Pl-based and Standalone LLM< &&3le F2 LLM o Zg]A oA AHEE nigtoz AAFsg oy, &

AHEE 32 ol HIYE EA A T-FA &2 LLM Z2 79 A 9o % ofg|HE FZF0] JI53ES
éﬂﬁbﬂﬂ. T8 AEEE A4 9 d9Hy el o5 JtElngEE EFE ol HE jdEH

A F5 A2 - A9 A & 715 23 gFY(extraction_report.txt)-S Ay A ot *EQEL python
-m extract_llmo.2 A3 7}1ssi, 7B - AA(-v) R=9} sjA] AXH(--hash) 5 A&z FAL AF3
ot ol& 3 s WA wWE LLM 22 B4 a&4S A7 A S

33275 M &
LLM Z#2] olE|HES AF o8 FE3e 23HEY 7|5 WA 78 W& o33 2ok

APREE )= API 7]HE o &l Alol Ay =57 A3y o Eg Al
T &= ChatGPT¢} Claude®} 7-& API 7]wF LLMol, Standalone
1308 LLMol| th-8-3c}.

A g olEHE 9 AR 7t o FE Aol AE olEHEE 223 Hd £F, A8 HH,
ZE 72 39 J2c, YEYT Fxog BRI 237 gat A2 (Table 4o =HAH ul9h
o] ofd gt F eSS 3ol 9 R JSON utd(artifacts.json)oll A ojgtch o] A& AL A ¢
H LLMO] olEHE A=} 3/, MEZL LLMS &X3517] A% Fel2g A2 s 233t 22
O3 A8 A B 7|Eo 2 FE3it

(]
CERN
K

e

¢ 49 2% 2 30 4 ARG 22UES T2 A9 GA Table 1, T2 B+ 8
o] 7%l tis Are] <Table 7>ol ent k.

!
N

<Table 6> Automated Script Execution Flow

WA 7
4 A M R AF | oluA A=, mE, 9 o, 29 Udee 9y mo-9) 0§84 A

Yz oluA vheE

.]
o
dfVFSE EO01 oA 4 & EWF-TSK SFE]A(): /pl, [p2..)S <212 o2
]}
9 FE fdEy SR i

g3k "Windows’ Eﬂﬂ ZA8t= NTFS stdA|2Hle] £ E
A A A (root entry)S A5 &H

L Windows A& — dfVFS 2418 @20 W AAHeR 3 2 Zr) &4
al 3 A4 9 AR B
2 Ad AR ok At FE2RE 255, A3 HEY2E(o]n]A],
a3 8 =23 244 SHA-256(%A), LLM/RE, &9 A=, W3 ZE, eladz)e} 5 A9 A
e e QoF P A AR - A9 AH{E B2 extraction_report.txtE A%
2ol A9 e pytsk3 = dfvfs 2telB2fg]7F A S A 42 BA4AM dA 3 d=9 glo]
(Mock Mode) =xss go] AAS AlLsle] TP 2AS A= 2 JEE 2
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APl 7|8k LLMT} =&

Mg LMol CIX|HZA] o

<Table 7> Key Code Structure of Automated Script

k. 4%
. Ag 58 Aol AR MA, FEA A, oFA =W,
main(
FEME g B F, 23 44
get_image_root_entry( EOL o]u]#] A2& 4¥9E Y Alxde FE dEF Hi3
normalize_path() Windows &9l A2 EAE-& dfVFS B0 H3gst== A3t
recursive_search_and_extract() 3d Az="E AAH &3ty A2 g4 2 dX fd/EFH FEF A
extract_item( dAE gd - gYHYE &9 AR A 2 A U E
write_extracted_paths_log0) | 7FElZe]d A3/ WG A& - 28 HZE extraction_report.txt= %
3.3.3 82 Z1t
23HE A4S PHE T LT ASAE AAPE AP 9T A % $ 7o Bud
source ~/venvs/whs-windows/bin/activateS J &3t (whs-windows) 7}*&3&78‘—% 34335ty o] %
python -m extract_llm <E01_IMAGE_PATH> <MODE> <LLM_NAME> <OUTPUT_DIR> &&]o] 93 ZFZ&3}
u} s olmA A=, BE, LIM o8, A% 428 94 9 A4tk BE ojgdE FFo] BY
<OUTPUT_DIRECTORY>/<LLM_NAME>/<CATEGORY>/... o Zro] ARgA7E Zl%ﬂ 2o Fhe| el
2 EFHo AREY <OUTPUT_DIRECTORY>/<LLM_NAME>/extraction_report.txt AR RE %J% %
27} 21 Fd 2 AFZFY. extraction_report.txt A2 A== 21 UL (Figure 25>04 A&
Aok e ~3YEE Github(https://github.com/forensicbread/WHS_extract_llm)ell F71stom, 2
A BEAo HL3= FAA 7eS AEHoE Bt SAHEE =9 Uz ool
2/ $ [source ~/venvs/whs-windows/bin/activate
(whs-windows) $ lpython -m extract_Llm ./E01/CLAUDE.E®1
api CLAUDE ./result]
[*] Processing: ./E@1/CLAUDE.E®1 for CLAUDE artifacts...
[*] Found Windows 0S at partition: /p3
[*] Processing complete.
- Extracted files are in: /mnt/c/Users/subak/Desktop/i & /WHS_extract_llm/result/CLAUDE
- See the full report at
/mnt/c/Users/subak/Desktop/= & /WHS_extract_llm/result/CLAUDE /extraction_report.txt
Figure 24. Example Usage of Automated Script (Claude)
= % [ =
LICTR TE TR 1 = B I = % 2 §
veded, 7 lailed)
PRl s Roaming/Clatle el wor k Cookies
PC/AppData/Rearning ClaudeM etwork /M etwork: Perslstent State
[FAILFT] Sl s e sesic -Pl',".-!pj:l'.l.‘.Ir.,-'Rr:.m'illlj.*.’la.ulr_-'l‘ér—ll',n'k
Reasom Falled to list tems hézsing pyfentfs file entry.
28 Cateqory: Pragram Fesoution Tiaces @ surceeded, 0 ailed)
ie-PCAppDal s RoaringClaudedogstinain log
torensle-POMARpDataReaming/Claude/logstwindowlog
Figure 25. extraction_report.txt (Claude)
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Figure 26. LLM Forensics Framework
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Figure 27. Case Study 1 Schematic
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APl 7|8t LLMT} S Alss LMo CIXIZEHA OlE|BE bm-24 o &g ot

FAZIHL JojA A7 AHERE Hl23F PCE RSt AL XA 4S5 F383T. HEA
A Ao A= WiresharkE &-83) ChatGPT == 13 A3 A ab.chatgpt.com Aw<ele] TLS A&
A8k o, FZe] SNI(Server Name Indication) EX=of| chatgpt.com =W 2lo] 7|25 o] AUt} H=3
T B9 29 P F471 AR ZA] ipconfig HE o2 813k A PC IPv4d F49F A sE AR
& gRIFoEH, T UEYZ Aol A A28l A A YAASFS A5t H<Figure 28>). 22
18 &4ollAe= & =24 /A Asst 234 ES AFEst] Avgle 7|hte g A4d3E E0
ZAA omAE thF o <Figure 293 o] F8 olHIEES & F=3Ath o] F ChatGPT7} A
st= ‘dlolEH WXEUlr](data export)’ J]ToZE %H user.json HY-S & H 3 H<Figure 302). ©]
gdole AS ojWd FAaof AFEA ID7F 2EHE o o], &4 A ChatGPT Aol oA AY AY
S EAET 4 duh o volr) C\Users\{user}\AppData\Local\Packages\OpenAI ChatGPT-Desktop_2p2nqs
d0c76g0\LocalCache\Roaming\ChatGPT\Cache\Cache_Data 74 2ol A+ WA IS 43 A3}, “conten
t“ BEdA ‘FHdw WA, ‘59 35 IV 5 RY AE J8 EAE x2S A ZEE
EV} HEOZ ARZH AL FAUH<Figure 31>). E=3h, “metadata” ] “name 2 “text” FT oAM=
zal

2
o
o}

O

2 g 3y 4 d 48 EA4E AT F A HKFigure 32>). & A= WA A A
o, AW g, AA FE 35 o] £EEH JUT. olE FTHIH AV} ChatGPT% ot g3 A E
ZZ3a o5 B3 REFS AT AEE dFsAT

Destination Protocol Lengt Info

84.15.32.47 571 Client Hello [[SNI=ab.chatgpt.com)|

Figure 28. Client IP Address identified via ChatGPT Network Log with
Wireshark and Network Persistent State
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Figure 29. Using the Automated LLM Forensic Artifact Extraction Script
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Figure 30. Cached Email
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Figure 32. Uploaded File Record Identified in Cache_Data file
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Figure 33. Case Study 2 Schematic
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