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Introduction

v’ Digital Forensics?

» "Applying scientific methods to identify, collect, examine, and analyze data while
maintaining a rigorous security system to ensure the integrity of information." — NIST SP
800-86

v" Anti Forensics?

Anti-forensics !

» “Techniques designed to conceal or destroy data to prevent access.” — NIST SP 800-86

v' Timestamp?
» “Information indicating when (hour, minute, second) a log was created.”

» “A fundamental and critical piece of information in digital forensic analysis.”

- “Criminals can manipulate timestamps to hinder forensic investigations.”
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Introduction

v Objectives

* To conduct experiments on time manipulation in a Bluetooth-connected environment between
a vehicle and a smartphone.

* To observe discrepancies in timestamp records in log data when time manipulation occurs on
vehicle.

* To propose a method for detecting time manipulation through the analysis of Bluetooth and
system logs.

v Motivation & Contributions

* No research has been conducted on how discrepancies in time information between two devices
impact Bluetooth and system logs in a Bluetooth-connected environment.

* No research has yet addressed which time zone should be used for analysis when time
information differs between devices in forensic investigations.
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Background

v’ System Logs

» Files that record the events of OS and applications. G L T 8

On «©

Enable Bluetooth HCI snoop log

v’ Bluetooth Logs

Bluetooth HC| snoop log filtering

» Files that record various events and state changes related to Bluetooth communication.

» Access to these logs is restricted without 'root' privileges.

Capture Bluetooth packets. (Toggle
Bluetooth after changing this setti..,

Disabled

v’ Bluetooth HCI Snoop Log

Enabled Filtered

» Overcomes the inability to access Bluetooth logs on non-rooted devices by using this feature. [® e

Cancel

» Enables analysis of Bluetooth connection status and data transfer status.

» However, this feature must be enabled through Developer Options.
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Process of Detecting Timestamp Manipulation

Step 1: Extract Logs /' Target Devices \
Collect Smartphone Logs Vehicle Logs
- Bluetooth Log - Bluetooth Log
- System Log - System Log
Step 2: Log Analysis In the Same Event, Check for Different
....................................................................... * Timestamps.
Step 2-1: Suspected Time Bluetooth Log
Manipulation Analysis

Smartphone: Confirmation that Timestamp
is not manipulated.

S h 4 Vehicle: Confirmation that Timestamp is
Step 2-2: Time i
Manipulation Detection System Log Analysis L
Y
Step 3: Evaluation Result And
Evaluation

Fig 1. Process of Detecting Timestamp Manipulation on an AVN system
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Process of Detecting Timestamp Manipulation: Data Collection Step

STEP 1) Log extraction (Logical Extraction)

PS C: s\ counge adb bugpeport s21_bugreprt..zip

MWwewmmwmmedwahM%MWMHWWWMMNWW
Bug report copied to s21 bugpeport.21p

v" Mobile phone(Samsung Galaxy 521)

» adb bugreport

v" AVN (Hyundai Avante AVN by Mobis)

» Engineering mode
* Hidden feature that provides a menu
for logically extracting logs

» “Copy image to USB” menu
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Process of Detecting Timestamp Manipulation: Data Analysis Step

STEP 2) Log Analysis

STEP 2-1) The first sub-step where time manipulation is suspected

» First, analyze the Bluetooth log, as communication has occurred through the Bluetooth connection.

» During this process, if logs for the same event have different timestamps, suspect time manipulation.

STEP 2-2) The second sub-step for detecting time manipulation

» Next, analyze the system log for a more detailed investigation.

» Detect time manipulation by identifying time manipulation log messages on the manipulated device
and confirming the absence of such messages on the unmanipulated device.
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Process of Detecting Timestamp Manipulation: Evaluation Step

STEP 3) Evaluation & Verification

» Finally, perform an evaluation based on the log analysis results.

» ldentify the time zone to use as a reference in Forensics investigations.

o2 stm 11

DAMKDDK UNIVEREBITY

Computer Security & OS LAB



(03  Experimentation and Evaluation

DANKDOK UNIVERSITY Computer Security & OS LAB



Experimental Environment

v Experimental Devices

TABLE 2. SPECIFICATION OF TARGET AVN SYSTEM AND ANDROID
PHONE
Car AVN
Vehicle Model Hyundai Avante
AVN Manufacturer Hyundai Mobis
Operating System Android 4.4.2(KitKat)
Kernel Version Linux 3.18.24-tcc
Smartphone
Mobile Device Model Galaxy S21
Manufacturer Samsung
Operating System Android 14
Kernel Version Linux 5.4.242-27760517-
abG991NKSU4FWKY7
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Experimental Method — Event Sequences based on a Scenario

TABLE 3. EVENT SCENARIO
Time | Event Description
15:23 Bluetooth Enabling “Bluetooth HCI Snoop Log™ on
' Connect Android smartphone
15:24 g;m'nrk T Turn off only vehicle’s network time
15:41 [Vanipulate o) 109/05, 15:41 -> 2024/08/25, 13:40
Vehicle Time

15:41 |Calling Event  |Calling to 01049232198’
15:43 |Music Event Title: A Collection of 2000s hit

Smartphone: adb bugreport

15:44  Log Dump Vehicle: Copy Image to USB

v Perform only Car AVN’s time manipulation after Bluetooth connection

v’ Execute predefined events in a Bluetooth-connected environment and then extract the logs.

- chm et 14
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Data Extraction STEP: Log Extraction

Step 1: Extract Logs ( Target Devices )
¥ ¥
Collect Smartphone Logs Vehicle Logs
- Bluetooth Log - Bluetooth Log
- System Log - System Log
| btsnoop_hci.log 2024-09-05 E; _._Z LAST Ita BEBKE v
s 2024-09:05 == 659 HE =H =] dumpstate-20240828.134213.00
Ishal-debug 2024-09-05 2% g50 I+Y £0 ) — |5 blustoothLogFilter
proto 2024-09-05 2= 650 @Y =0 =| SET_USER TIME@1724520000044 " bluetoothLogFilter log
; HE 2024-09-05 2= @58 Itz O £ telematics | bluetoothLogFilter log
|=| dumpstate_board 2024-09-05 2% 343 H2AE BA 2,049KB " blustocthLogFilter log
=] dumpstate log 2024-09-05 O 344 HAE 24 18KB bluetoothlLog 4 bluetoothLogFilter log
E| dumpstate-2024-09-05-15-43-02 2024-09-07 27 414  HAE 24 01,316KB I bluetocthLogFilter log
|J_ main_sntry 2024-09-05 2% 343 H2AE BA KB | bluetoothLogFilter log
[£| version 2024-09-05 2% 343 H2AE FM 1KB _ |5 BlustoothStackLog_0
£ visible_windows 2024-09-05 2% 343 Y=EP) oY S5KE
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Data Analysis STEP (1/2): Discovering Signs of Time Manipulation

Step 2: Log Analysis

SIEI} 2.1: Suspected e [
Manipulation

Smartphone
Timestamp |Event Type| Log Message
2024-09-05 Callin Sent +CLCC:
15:41:59 & 1,1,0,0,0,701049232198",129
Sent Vendor dependent: Stable —
?g-zfg_ 394—05 Music GetElementAttributes — Title: “A
— Collection of 2000s hit”

In the Same Event, Check for Different

Timestamps.
Bluetooth Log
Analysis ‘Z/
Vehicle’'s AVN
Timestamp |Event Type| Log Message

MobisAvrcpControllerService

08-28 Missti IBTAD] title; A Collection of

13:41:06 2000s hit, artist;, album:,
playingTime:12345000

“Bluetooth log analysis results indicate that time manipulation can be suspected when different timestamps
appear for the same event.”

o2 stm
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Data Analysis STEP (2/2): Detecting Time Manipulation

Smartphone: Confirmation that Timestamp
is not manipulated.
Vehicle: Confirmation that Timestamp 1s

o ‘
‘Manipulatiun Detection \ System Log Analysis Usuips ates

Smariphone Vehicle’s AVN
File Name Timestamp |Log Message File Name Timestamp |Log Message
dumpstate-2024-09- |09-05 — Action °
05- 1[;‘43‘{}3 Xt 15:40:19 dutoinatic 1y ondblud telematics. txt K5-23 android.intent.action. T
13:40:00
E SET
millis: 1724820000000
SET_USER _TIME®@ offset: [new] -
1724820000044 I 698480811
isUsetTimeSet] true

We can confirm that no time manipulation occurred on the smartphone through the message indicating that the
automatic time setting was enabled in the system log analysis.

However, the system log analysis of the vehicle shows that the timestamp was manipulated, as the TIME_SET and
isUsetTimeSet were set to true at the time the timestamp was altered.

Jiz 3 |3
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Experimental Results and Evaluation

Step 3: Evaluation Result And
Evaluation

» Finally, Verifying that the smartphone's time remains unmanipulated enables us to identify the appropriate
time zone to use as a reference in forensic investigations.

» Additionally, by analyzing the SET_USER_TIME entry in the vehicle's system log, where millis: 1724820000000
and offset: [new] -698480811, we can adjust the time using these values, resulting in a current time that
matches the smartphone's timestamp. This allows us to determine the accurate current time.

Jiz 3 o]
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Related Work

v [8] Oh et al. identified limitations in journal-based methods for detecting timestamp manipulation in

NTFS and proposed a new algorithm that demonstrated improved performance. — NTFS

v [9] Kaart et al. addressed time manipulation in Android forensics, emphasizing validation with
reference devices. They proposed a simple detection method and examined the impact of time

synchronization settings. — Android

v [10] Pieterse et al. developed the Authenticity Framework for Android Timestamps (AFAT) to detect
timestamp manipulation, focusing on file system changes and database inconsistencies. This
framework is crucial for maintaining evidence integrity and countering anti-forensic techniques in
digital investigations. - Android
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Conclusion & Future Work

e Conclusion

A new method for detecting time manipulation where an AVN was connected to a smartphone.
e Suspected time manipulation through Bluetooth logs.

Detected time manipulation through system logs and identify the time zone to use as a reference in
investigations.

This time manipulation detection process is expected to enable more efficient investigations

* Future Work

To develop a method to extract Bluetooth logs even when the Bluetooth HCI Snoop Log feature is disabled

To generalize the method by conducting additional verification across various scenarios and devices

o2 stm
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