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Forensic Science International: Digital Investigation, 36: 301111, 2021.

¢ A generalized approach to automotive forensics.
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A. Forensic Readiness

B. Data Acquisition

C. Data Analysis

D. Documentation

] Analysis of Potential
Data Sources

i[ Determination of
Model Variant and
Vehicle Series

3 Initial Inspection
of Data

?| Determination of

h

2 | Filter for Relevant

1]

Collection of
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L
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Evaluation of Available
Tool-set{s}

Interfaces and Data
Exchange Method

Time-lines and

Evidence Trails
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Acquisition Setup and
Tool / Instrument Check

B Implementation of
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r
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2 1 2 ;
Interfaces and Data 2 Evaluation of Data Section and / 2] Creation of a
Exchange Methods Chosen Data Sources or Events Final Report
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INES =i
Dodge Dart Limited Uconnect 8.4 KIA E:i?(:\;\ﬁl\\ln\/l\l /l\ E“:.J-f
O|ILH|OIH E A|AHI —nu
AZHARNEANST KIA K5 AVN A| 2 Hl (0S: QFE 20| = 4.2.2 Jellybean)
CHAF A|AE & 5 Xolksé)wagen Golf y 2 2
Toyota Highlander Limited IZHSARE A2 KIA NIRO EV AVN A| A El KIA All New Morning A| 2 B 1t
Toyota Extension Box system Hyundai Sonata DN8 A| A El
CIZEH|QIHE A|AH y -
(0S: CtE 20| E 4.4.2 Kitkat)
serla AFS| Ve Uss 7| E 2 Android Debug Bridge(ADB) ADB HZ%t 2, dd EHHO
=4 4 AFRSH0] 2| ,Q%—,qi” Chip-off (22| & F=Z&) X A AT =, dd(disk dump) & & O 23(=2| & £Z) & Chip-
- So(=2lH x5 off( B2 FZ) T
. X-ways forensics, Autopsy, DB4S
Berla AF2| iVe software ’ ’ ’ Autopsy, DB4S, HxD, Notepad
24 3 o i AHE HxD, Epoch Converter, Tal ’ P /
= oH (KF2 A M2 T AFR FTK Imager, Wireshark I8 xD, Epoc f}rg_er er, Talmap Talmap, Epoch converter At
o
connected device list, MAC
Current Location, Destination, address of device, connection
Devices, Contacts(name, phone Favorite Location, Last Search time, contacts, call history, call
SHE number, email), Call logs, Media, . . ) ocation, Registered Location, ogs, startlog, tracklog, searc
OtEIHE b ), Calll Med Navigation map information L R di | | ., h
(artifact) Location & Addresses(with g P connected device list, MAC addr location, registered locations,
latitude and longitude) of device, name of device, home/office address, door
contacts, call history, call logs open/close info, gear shift state,
driving state
= NS 9-
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04-01 19:03:14.892 819 819 D

l L

timestamp PID TIDlevel

[EngineldleAlarmTask]

l

tag

Vehicle Movement Status Changed to true

l

body

= 27 LA[X[= OF2fe| Y| 7A| K| 22| HIm O A& E[1 ddE= HA |X|7f HOtH I AV[Z
ZASHH, 718 Qefl=El 21 HA|X| 2 SO A E[= & HI £+

Buffer Description

main H el 21

event AABIO|A Hdot=0|HE BEE ?[ot 21

radio Ol ™5 AH 21

system | CtEZ0|E S F W F 2| 519 2| A A" A[X[QF CIHZ S flet 21

e ot 1
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2171 ¥ iphone 12 pro
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2023-04-04 19h

Mumber of Lvents {Logarichmee)

: - 08m 12m ¢ - 23m T A2m o 4
lcan = Date/Time Description Event T'_-.-'pe - 'E;JI
[ 2023-04-04 19:08:09  /log-20230404,194520, tar/ /telematics,log,1 File todified 597H 9| E"OI 0‘” A-I
S025-04-04 190520 Aog-20830404,194520,tar/ fupdatesdmelient_Otxtlck  File Modified
: 2025-04-04 190821 /log-20230404,194820 tar/ fupdate/dmelient_con_0t.. File Madified ”El‘ % Ol —’F’é" E|:|I (F|Ie MOdiﬁEd)”
L ZO025-04-04 190526 Aog-20230404,194820,tar/ /updatesotaclient_0txtlck  File Modified Ol Hli| E I:éI-ACI-DI
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% dumpstate_[date].[time].txt (OFLEL| T YO Al 21 T A| K|
A2 2o EUAZI =2 O|HE T Xt CHE
O] CHsH "3 2

log message

Buffer | Idx
timestamp level tag body

1 0404-19:16:53.010 I bt-hci BD_ADDR of remote : d8-de-XX-XX-XX-XX

[RadioUtils] : SetStationName()-
StationName : SBS It 2/FM [ =]

[EngineldleAlarmTask] IGN ON: true
3 0404-19:36:54.200 I System.out Parking Gear ON: true Driver Door Open:
true Service Status: true

04-04 19:41:23.720 880 1935 | CarPlay_:
4 0404-19:41:23.720 I CarPlay_ [ ag | ===============> analyze Playback
String : AppName is 7| A E

system updateCallStatusForPrivateMode:status =

4, number=01012345678, name = 2 2 &,

mode=115, numberForHUD=01012345678,
nameForHUD=22Z&

M SF= THor -20- Computer Security & OS LAB

2 0404-19:32:55.340 D HKMC_RadioGE_v2209
main

5 0404-19:42:01.830 D ClusterService
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SAAH 205 S0 2 A AR R+
1. 48 42 19 162 53=0f| AUN A| A HI2 d8-de-XX-XX-XX 2| MAC FTAE 7H7 2HEY 7]7| 2}
=FFAE HSSHGICE
2. 19A] 322 550 A& BS A= 2tC| 2 sBS It FM[=E=H] X 2 & ZiCH.
3. 19A] 362 5420 FX 7|0j= FStLL A& 22 ERULCE

4. 19A| 41F 23250 A0EZO| WA E WS 2 AU

=
5. 19A| 4282 01X 0{ 010-1234-5678 HS E 7} Tl A2 X2} H oSS LCE
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log message
Buffer
timestamp level tag body
0404-19:16:53.010 I : d8-de-XX-XX-XX-XX
. : ] : SetStationName()-StationName : SBS
- 0404-19:32:55.340 D HKMC_RadioGE_v2209 T FM [ 5 A
[ ] IGN ON: true Parking Gear
0404-19:36:54.200 I System.out ON: true Driver Door Open: true Service Status:
true
04-04 19:41:23.720 880 1935 | CarPlay_: [ ag]
0404-19:41:23.720 ===============> gnalyze Playback String :
AppName is Z7|AE
system updateCallStatusForPrivateMode:status = 4,
number=01012345678, name =245,
0404-13:42:01.830 D mode=115, numberForHUD=01012345678,
nameForHUD=2Z &
P T Sl

DANKDDK UNIVERSITY

-22-

Computer Security & OS LAB



= ot
y mﬁ[ﬁ.‘.:;ﬂ Computer Security & OS LAB



gE

& 7|0F 2 OfHh2020E Al K} 2FO| AUN A|AEHIS MO 2 2 00| E £=Z

e =
|=|O|'—T'— T'_‘k|

~
A. Forensic Readiness > B. Data Acquisition C. Data Analysis D. Documentation
1] 1] 1 o 1]
= e = x| ol Autopsy =712 X|Z= O pd XFA
=l A=)
= O
\ 4 \ 4
2 | B 2] v
UsB ZE A& uss E2t0[ 2 4 Y 2
21 HAIXIZE
2H0I CHe| 2 2 A
\ 4 \ 4
El El
20 BARHE =2 =18% !
FEuioz Ay 5]

EFolael KA

I a2 stm

DANKDDK UNIVERSITY

-24-

Computer Security & OS LAB



o CHUSEXI2F K| R M| QF ZHIOA ZAA TALE WSO YA HQIE SHE

o
« K& ORI E ZHA A0 St 7| =5 Chefet X0 A Eg o7

= AMEHSHANE EOZ2 & O MEFXO|HAM #H& el EfYetels 74
< Ctdot O|HIE| M8 & ME = HO|HOf Ciet =8 X 240 et AT E AKEHC = T
= LY EQ, AHA| HIC| A|A B0 A 44 5| H|O|H oan
ESTEET
* User data, safety-related data, security-related data | & 3j0/3 MO|
Lxgﬂgmw i
= LEI 70|, Gps Al2 B0 A 444 €= B O] Ef =2 — S
~ATA ' %3 BiE| HEE RO
* location information with latitude, longitude R710g BN » D O|EHA| | Of |
"ASUS A +BIE HO
= Kp2F TIEH0f 250 g k| = G| O] e
. HE S
oBD-Il E4 C TEE
?_l. A ?_l H N CIAZO
* Infocar, Toque Pro 2} &2 X} & ZITHE A ,),i,,f,f- i“'i!‘:_;]
P U AAE
.:é—.srgn.lou_ .%t|u]| O] A|lAE
« 22 QML XA « 5.4 0] ECIXElectronic Control
«EFO|O{ 2 7] 0 24X B Unit "‘TM"H-!‘II =2 Hqo

¥ SrR S 25

DANKDDK UNIVERSITY

Computer Security & OS LAB



I a2 stm
. DANKDDK UNIVERSITY

Acknowledgement

20228 = SRV [E8ESHF)e Meez §ESH7|= 8RS
A &e 2ot =AHE AT R(N0.2022-0-01022, O|HIE 7|HF HHA|AH

Computer Security & OS LAB



= ot
y m.ﬁ[uf.'.;;s.r,‘! Computer Security & OS LAB



	기본 구역
	슬라이드 1
	슬라이드 2
	슬라이드 3
	슬라이드 4: 서론
	슬라이드 5: 서론
	슬라이드 6: 서론
	슬라이드 7
	슬라이드 8: 관련 연구
	슬라이드 9: 관련 연구
	슬라이드 10: 관련 연구
	슬라이드 11: 배경지식
	슬라이드 12
	슬라이드 13: 실험 환경
	슬라이드 14: 실험 환경
	슬라이드 15: 수집 · 분석 방법
	슬라이드 16: 수집 · 분석 방법
	슬라이드 17: 수집 · 분석 방법
	슬라이드 18
	슬라이드 19: 분석 결과
	슬라이드 20: 분석 결과
	슬라이드 21: 분석 결과
	슬라이드 22: 분석 결과
	슬라이드 23
	슬라이드 24: 결론
	슬라이드 25: 향후 연구
	슬라이드 26: Acknowledgement
	슬라이드 27


