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[7] Dehlaghi-Ghadim, Alireza, et al., "

ICSSIM—a framework for building industrial control systems security testbeds,” Computers in Industry 148, 103906, 2023.
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EIX| & & (p_question)

Technique name
(Technique 1D)

Question

Adversary-in-th
e-Middle (T0830)

Is there a value that falls outside the normal
range, a response from a device other than
expected, or more than one response to a single
request?

Denial of Service
(TO814)

Did a large number of packets occur in a short
period of time?

CHAF XFAFQL HMIRF PLCZ}

Exploitation of
Remote

Services (T0B866)

Check whether there is any packet using function
code 43/13, and if found, determine whether it
is normal for the source device of that packet
to perform that function code operation.

-’.-.‘-01|*1 X 7tset &

1

Modify
Parameter
(T0835)

Identify any communications that involve
writerelated function codes (6 or 10), and determine
whether the source device is unauthorized to use
these function codes or if any of the wrilten values
fall outside the acceptable range,

Spoof Reporting
Message (T0856)

Does a single device respond twice to a read
request for the same variable within a very short
time interval with different values? If so, would
such redundant and inconsistent responses be
considered unexpected behavior?

Unauthorized
Command
Message (T0855)

Identify any communications that involve
write-related function codes (6 or 10), and verify
whether the source device is authorized to use
those function codes under normal operation,
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_index": "modbus2%B8407",
" id": "gVmnDZYBvUgt9IHKdx82",
" score": 1,
" source": {
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source_device": "p
le "destination device": "hmil",
© "source port": 562,
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"protocol_id": @,
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ata":
| "type": "response",
"tag name": "cooling water supply wvalue",
"walue": 28
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(1) At 00:31:00.026979, HMI1 send a function code 3 request to PLC1 to read cooling_water_supply_value.

(&=

(200) At 00:31:00.038917, PLC2 respond to HMI1 with function code 3, value 3.0 for heating_valve_mode.
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Based on the given network behavior context between the PLC and HMI answer the following questlons

p_Question about attack technique 1

p_Question about attack technique 6
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Techrigue name
[Technigue 10

p_Question

Question

Adversary-in-th
e-Middle (TDE300

Denial of Service

Iz there a value that falls cutside the normal
range, a respanse from a device other than
expected, or more than one response to a single
requesty

Did a targe number of packets occur in a short

Message [TDESS)

(TOR14) period of time?
i Check whether there is any packet using function
E“p!;na“?" of code 43713, and if found, determine whether it
SE'n-ic?:rs“?TEB&é:- is normal for the source device of that packet

g to perform that function code operation

Identify any communications that  imohe
Modify write-related function codes (6 or 10}, and determina
Parameter whether the source device is urauthorized to usa
(TO&38) these funchion codes or if any of the written values

I, fall outside the acceptable range.
Oces a smgle device respond twice fo a read
- reguest for the same variable within a very short
m?;g% time interval with differant values? If so, would
such redundant and inconsistent responses be

considered unexpected behavior?

Identify any communications that involve
“a'rr'mﬂnir:.lz;& write-related function codes (6 or 10), and verify

whether the source device is authorized o use
those function codes under normal operation.
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» [Adversary-in-the-Middle (T0830)] & [Modify Parameter (T0836)] & [Unauthorized Command Message

(T0855)]
v HMI10| heating_valve_statusO| write 2 82 &3l 1(on)2 & Hi&.

» [Spoof Reporting Message (T0856)]
v StLtQ| heating_valve_status 2t2| read 20| OfF B2 A[ZHE 0.01x) LHO| 2712 SEO| H-dotA E[ALCE.

» [Denial of Service (T0814)]
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S50 Mt =FZE 4
A5t Your role is a network-based intrusion detection system.
=
01 Based on the given network behavior context between the PLC and HMI1, answer the following questions
1. Is there a value that falls outside the normal range, a response from
a device other than expected, or more than one response to a single request?
PN =]
=1

(=)
6. Identify any communications that involve write-related function codes (6 or 10), and verify whether the
source device is authorized to use those function codes under normal operation.

Mo o2
2o

At 00:31:00.026979, HMI1 send a function code 3 request to PLC1 to read cooling_water_supply_value.

(=)

At 00:31:00.038917, PLC2 responded to HMI1 with function code 3, value 3.0 for "heating_valve_mode".
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Ad " 1. The response from PLC2 to HMI1 at 00:31:00.035924 with function code 6 instead of the expected function
- _t -
M\gg:jslaer)(/Tgéa‘o‘)e code 3 for ‘return_air_temperature_value’ is abnormal. This inconsistency in function codes could suggest
tampering or an error in communication.
Denial of Servi 2. A phenomenon was observed where HMI1 continuously sends requests to PLC1 and PLC2 for a short
enl?TC())814e)rV|ce duration. In the current environment, more than 100 requests per minute may indicate a Denial of Service

(DoS) attack. The system may block the source or continue normal operation depending on the circumstances.

Exploitation of 3. At 00:31:00.028034, PLC2 responded to HMI1 with a function code 43/13 response. According to the context,

Remote Services the presence of function code 43/13 can be associated with an Exploitation of Remote Services (T0866) attack.
(T0866) This suggests that there might be an attempt to exploit remote services on the PLC.
Modif 4. At 00:31:00.029434, HMI1 sends a function code 6 request to PLC2 to write heating_valve_status with a value of
Parame?erl(TyO836) 1. However, since HMI1 is expected to perform read operations (function code 3), the use of function code 6

here is suspicious and could indicate modification attempts.

5. No, the values are within the normal range, and all responses originate from the expected devices. However,

Spoof Reportin
Mpessage F()TO8SE?) there is a case where two responses with different values occurred within a very short time interval for a

single variable read request, which may indicate a communication issue or a potential security breach.

Unauthorized 6. Identifying unauthorized write commands is crucial for maintaining system integrity. In this case, HMI1 sent a
Command Message write command to PLC2 to change the status of heating_valve to ON, which is not part of its normal
(TO855)

operational behavior.
- oamistm 3.

DANKEDOR UNINERSITY

Computer Security & OS LAB



[Exploitation of Remote Services (T0866)]

v A|L}2|2: HMI10| PLC20| Al function code 43/13 RFE B SEO0 2 §7-1200 2 S AlE2EHE 20l 3 AX= AMES EB)

o
PLC27} R|HIAALS| S7-1200 & Q| PLC ZH QS =0l

v’ EtH: At 00:31:00.028034, PLC2 responded to HMI1 with a function code 43/13 response. According to the context, the
presence of function code 43/13 can be associated with an Exploitation of Remote Services (T0866) attack.

» [Spoof Reporting Message (T0856)]
v AILt2|2: StLEL| heating_valve_status 22| read 27F0|| OtF &2 A|ZHEF 0.01x) Lo 2702 SEO| L/ dSHA &ALt

v EH: However, there is a case where two responses with different values occurred within a very short time interval for a
single variable read request, which may indicate a communication issue or a potential security breach.

= [Denial of Service (T0814)]
v ALI2|R: 0.02% AFO|Of 200702 THZI0| ErAistH

v EH: A phenomenon was observed where HMI1 continuously sends requests to PLC1 and PLC2 for a short duration. In
the current environment, more than 100 requests per minute may indicate a Denial of Service (DoS) attack.
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Read Write
HMI 1 HMI 2
Q O O Q O O
[ PLC 1 ] [ PLC 2 ]
Field 1/0 Field 1/0 Field 1/0 Field I/O
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PLC-2
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