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1024 bytes(0x00]
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Ext4 Tt A 2RO 128 [L}]

1 Block Super Block
GDT (Group Descriptor Ta hle;,/,
n Blocks Reserved GDT Blgc'lé
1 Block } Block Bitmap
1Block |} Ifiode Bitmap
n Blocks Inode Table
n Blocks Joﬁmgl Log Area
Al M
n Blocks

’

Inode Table

A-Time | 13120214
C-Time | 13130467
m-Time : 13164121
D-Time - 0

Cr-Time : 13120211

Extents Hoeader

i
¥

Depth of Tree == Ox00

)

Sizel 23114 bytes

[Extent]
Logical rum: Gwx00
Block offset 0x572
Mum of blocks: OwD4
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Block offset OxB34
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Depth of Tree >= 0ol
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Inode Table

A-Time : 13120214
C-Time : 13175214
m-Time : 13175214
D-Time : 13175214
Cr-Time 13120211

Extents Header

if
Depth of Tree == 0=00

Size: O bytes

[Extent]
Logical num: 0x00
Block offset: 0O
Mum of blocks: OxDO0

[Extent]
Logical num: Dxd
Block offset: Ow0
MNum of blocks: Ox00

f
i
Depth of Tree >= 0x01

Size: 0 Bytes

[Extent] /,/'

Logical num: Ox00
Block offset: 0x1875

[Extent]
Logical mum: OxDO0
Block offset: 0x00

Index node

Leaf node

Extents Header

J; Eaterts Index

Extents Index

Extents index
Extents index

Extents Header

Ewtents

Extents

Extents
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Leaf node

Extents Header
Ex{emis
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Extents

Extents

Disk Blocks

I} inode table extents T+ X [L}]
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[1] S. Fitzgerald, G. Mathews, C. Morris, and O. Zhulyn, "Using NLP techniques for file fragment
classification," Digital Investigation 9 : S44-S49, (2012).

[2] T. Xu, M. Xu, Y. Ren, J. Xu, H. Zhang, and N. Zheng, "A File Fragment Classification Method Based on
Grayscale Image," J. Comput. 9.8 : 1863-1870, (2014).

[3] N. Ameen, "Convolutional Neural Networks for Deflate Data Encoding Classification of High Entropy File

Fragments," (2021).
[4] W. Qiu, R. Zhu, J. Guo, X. Tang, B. Liu, and Z. Huang, "A new approach to multimedia files carving,"2014

IEEE International Conference on Bioinformatics and Bioengineering, IEEE, (2014).
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 govdocs1 H|O|E Al
= 20094 Simson Garfinkel 2| 2o =Z2 =
= PDF, PPT, TXT, JPEG, ZIP & & 637{2] 7 =X
= I} 7= 1002H7H (100070 2| C|H E 2|, Z+ 100070 2] THY)

= HOH A Z203(IE 78 i+ 20 d)

File types: 63

File type Nums

txt 100,000
Files: 1,000,000 — |:> odf 20,000

jpeg 10,000
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[1] S. Fitzgerald, G. Mathews, C. Morris, and O. Zhulyn, "Using NLP techniques for file fragment classification

Digital Investigation 9 : S44-549, (2012).
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[2] T. Xu, M. Xu, Y. Ren, J. Xu, H. Zhang, and N. Zheng, "A File Fragment Classification Method Based on Grayscale
Image," J. Comput. 9.8 : 1863-1870, (2014).
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= GIST DescriptorE 0|23l O 2| 72| grayscale O|O| X| 2 HZt *GIST Descriptor
» PCA(Principal Components Analysis)2 O|O|X| S| X} & =4 —
(Principal Comp ysis) = OIBI K| 2] Al 52 . oV YOI AFBEIE O|O|X| EH
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[3] N. Ameen, "Convolutional Neural Networks for Deflate Data Encoding Classification of High Entropy File

Fragments," (2021).
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[4] W. Qiu, R. Zhu, J. Guo, X. Tang, B. Liu, and Z. Huang, "A new approach to multimedia files carving,"2014 IEEE

International Conference on Bioinformatics and Bioengineering, IEEE, (2014).
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File Type Header Signature(Hex) Footer Signature(Hex)

FF D& FF EO
FF D8 FF E8
47 49 46 38 37 61

JPEG FF D9

GIF 00 3B
47 49 46 38 39 61
PNG 89 50 4E 47 0D 0A 1A DA 49 45 AE 44 AE 42 60 82
PDF 255044 46 2D 31 2k 252545 4F 46
ZIP 50 4B 03 04 50 4B 05 06

HY Al LK [CH

o123 45 68 768 43 4& B CDE F 01234567534BC0EF
00000000 s B 00 10 44 468 49 48 00 01 02 01 01 2c AR JFIF. ..
ooooooTo 07 20 00 00 FF BT 01 42 45 ¥8 B BE 00 00 40 40 ., ..., BExif. MM
Q0000020 00 24 00 00 00 08 00 07 07 12 00 03 00 00 00 01 =, 0000000,
00000030 0001 00 00 07 14 00 03 00 00 00 01 00 00 00 62 o000 000, b
00000040 07 18 00 03 00 00 00 01 00 00 00 B4 07 28 00 03 ..., .. i
00000030 0000 00 01 00 02 00 00 07 31 00 02 00 00 00 27 o000 ... T..... '

JPEG WU O] & A LA [2H

17 Computer Security & OS LAB



nlel oM o8 Haof 2st 7| = g B
1. 7|& ot opH 2/ 7|¥HS2 " &4
S. Fitzgerald et al. [1] T. Xu et al. [2] N. Ameen [3] W. Qiu et al. [4]
=5 A 2F MM 2F = o 25 JPEG It UTHS Al
oHH 37|(byte) 512 1,024 256, 512, 1,024, 4,096 512
ALK AR X X X 0
st OOl B HEY n-gram 3|Af = o[ O] %] 3|A = 0| O|X]| -
[T SVM (Linear) KNN 2| 5 CNN (¥ E H|g) SVM (RBF)
R 3F TXT, GZIP, ZIP 2| 21 TXT, GzIP 2| 27 GzZIP, ZIP 2| 6 TXT, GZIP, ZIP 2| 7
M AN = O X}o| X = np g Ee, MM A& = =71 Mlo|E{ Al
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 Autopsy= O| &t AVN A|AH] I 7 =0

= Kia K5 (2015)

= Kia NIRO EV (2018)

= Hyundai Sonata DN8 (2019)
= Kia All New Morning (2020)

I 2. AVN A| 2RI0|| M =hQlch ot /-
s e 93 N
2 bak, bsmg, cal, cfg, cls, conf, cps, dat, db, dict, fdt, h, html, idc, info, ini, java, kem, ki, list, log, ok, pak, par, 31
pdc, poi, prop, sdc, txt, udt, xml
Of| Of Ef Hj| O] A db, sqlite p)
Ot7t0| B ar, gz, jar, tar, zip 5
=% mp3, ogg, wav 3
H|C|2 swf 1
O|O|X]| bak, env, gif, jfif, jpg, png, so, tif, tmp, webp 10
0, apk, ar, ares, bak, bc, bin, bmd, bmsg, bsd, cfg, cIm_blob, cnd, conf, dat, data, db, db-journal, db-shm,
db-wal, dcs, def, dex, dict, dtb, elf, expkg, ext, fast, filemanager-journal, g2g, gz, h, ida, img, inde, info,
S8 Z=21# java, jil, journal, json, ko, layout_version, Icf, lease, localevar, log, mco, metadata, mpd, muf, mufs, nomedia,| 85
o, odex, pak, parcel, pcm, pem, pid, pjn, pjo, ppf, preferences, scr, sgt, sh, shaders_cache, skn, so, sqlite,
swf, swiarb, swimdl, tar, temp, tmp, ttf, tuxera, txt, ufsd, vtdb, xml, xmp, zip
=2 (B=H 2l 114
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