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< OO Mg &

= 2014 ~ 2020 dataset

= EXNYE:APIcall
= StE B EL RF(2014~2015), TML(Traditional Machine Learning), TKIL(Tree-Keeping Incremental Learning)
train el Vo,
- S U EN HEE B E ShEAZ TMLIF 22191 BH 7] 2l TiiL [_rain Dataset 2014 | ——— K{S¥
RandomForest
< —E—ﬁl n = Model
= HUIX|H: H= T, Fl-score, AUT vl

[ Train Dataset 2015 } —

Z1
m o201 | oL | T
Model

77.8% 97.8% 84.1%
F1-score 80% 98.7% 88.2% -
AUT(F1-score) 82.7% 98.7% 89.5% Train Dataset 2020 | =
et
P> £33 [ ot .

Computer Security & OS LAB

DANKOOR UNIVERSITY



02 jojg| Al

TANEODK URIVERSITT Computer Security & OS LAB



CjOfE] &

' Playstore

oa
i

appchina

Anzhi

— [ Androzoo }

“ear | berign | Maware | _Total

2014
2015
2016
2017
2018
2019
2020
2021
Total

1,500
1,500
1,500
1,500
500
500
500
500
8,000

1,500
1,500
1,500
1,500
500
500
500
500
8,000

3,000
3,000
3,000
3,000
1,000
1,000
1,000
1,000
16,000

Computer Security & OS LAB



Hl0| Ef HXf2)

# o4y,

0x

% M

®» Androzoo metadata

« vt _detection>3 -> <M
« vt _detection=0 -> H&
<+ H0|H HXE|
» dexdump->APlcall 2= 3+ F&E

= APIMH

D. Arp, M. Spreitzenbarth, M. Hubner, H. Gascon, K. Rieck, and C. E. R. T. Siemens, "Drebin: Effective and explainable
detection of android malware in your pocket." Ndss. Vol. 14, pp. 23-26, 2014

Y. Aafer, W. Du, and H. Yin, "Droidapiminer: Mining api-level features for robust malware detection in android."

International conference on security and privacy in communication systems. Springer, Cham, pp. 86-103, 2013

« 1,848712| ApI M7H

P> cr2 0 otm

DANKOOR UNIVERSITY -10-

Computer Security & OS LAB



Computer Security & OS LAB



Flowchart

APIT - -
APKO 1
—_— : -
K APKn [

— Train
- — = Test

P> cr2 0 otm

DANKDOR UNIVEREITY

1HA: ASH 2

HAEHE

O

20HA: 2

Holl e £ 57

Hierarchical
Clustering

-
-

LY
b
b

i |

/.:?
- Cluster 0

Cluster K

12

@@

Classifier

@@

Classifier

Pt
\L:;K
-
R

Malware

Benign

Malware

Benign

Computer Security & OS LAB



A

ol

H EH2EHE

+¢ Hierarchical clustering

= AIRO| ZEIO| 74 O] MA Dendrogram of Clustering
| K=2
= Hyperparameter SN
. AR EH 300000 A
e Euclidean distance
250000 -
* Manhattan distance
7
*  Max distance & 200000 -
g K=3
* Linkage © 150000 -
e ward K=4
100000 A
* complete — L
l K=7
+ single 50000 - r‘; K=8
NPT N = B

% KTl 7H4)=2,3,4,5,6,7,8

P> cr2 0 otm s

DANKDOR UNIVEREITY

Computer Security & OS LAB



Silhouette score

+* Silhouette score
= 0~ 1ARO|Q| gk, 10f 7I7t2 5 2Rt CHE # &l oF 4

= NE EUEELR2,3,4, 58 MF

£[0] A

Bl
glo

S 2CHA 2 E

= M7l KOl 2} RF, LightGBM(LGBM), AdaBoost & & 7|0 H &

0.663 0.558 0.556 0.496 0.467 0.462 0.464

Computer Security & OS LAB



Al

g 24

¢ F. Pendlebury, F. Pierazzi, R. Jordaney, J. Kinder and L. Cavallaro, "{TESSERACT}: Eliminating experimental bias in malware

classification across space and time," 28th USENIX Security Symposium, pp. 729-746, 2019.
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Errata Slip #6
Proceedings of the 28th USENIX Security Symposium

For the paper “TESSERACT: Eliminating Experimental Bias in Malware Classification across
Space and Time” by Feargus Pendlebury, Fabio Pierazzi, and Roberto Jordaney, King’s College
London & Royal Holloway, University of London; Johannes Kinder, Bundeswehr University
Munich; Lorenzo Cavallaro, King’s College London (Thursday session, “Mobile Security 2,” p.
735 of the Proceedings) the authors have provided a fix to a typo in Equation (4).

The published version reported an extra normalization factor of (1/N); the correct version of
Equation (4) is:

N-1
1 +1) T
AUT(f,N) = — Z Lf (x )2 f(x)]
k=1

The results in the paper and the released implementation of the TESSERACT framework remain
valid and correct as they rely on Python’s numpy implementation of area under the curve.

The authors would like to thank Xiaohan Zhang from Fudan University for identifying this typo.
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