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“*Android: H EHI-TH . E2| ALE 2L EHE
“S&P Global: 2E| E2t2 = HE|Z(Cilium)
“*Meta: H|O|E{/dIE] I 2| X2 2 EHHY

% Cloudflare: HERH 3 EoH25d.d5 B L|HE

eBPF AL Of| A|

Organizations in every industry use eBPF in production

Google

Google uses eGP for security
auditing, packEt pronessing, ans
nerfarmance monitoring

S&P Global

S5&P Global uz=s eBFF through Cilium
Tl g acioes multiple clouds
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bpftrace Probe Types

Dynamic Tracin Ir] tracepoint: Static Tracing ayscalls hardware:
td k
b Operating System ki sohadt cpu-cycles
i Enak instructions
uprobe : Applications / / :19“81 branch-*
maxr frontend-*
uretprobe: R
asdt: | System Ub,a,-,aﬂ / o backend-*
System Call Interface /| [ cPU l
Int t
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kprobe: File Systems TCP/UDP y 1
kretprobe: Volume Manager IP Virtuial 4 vmscan Memary
| |Block Device Interface Ethemet 4 Memaory, writeback Bus
[ l Device Drivers / ~ T
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block sesi skb
cache-*
BEGIN software: cpu-clock page-faults profile:
END ©s migrations minor-faults interval:
major-faults
Special Events Timed Events
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Forensic Detection of Timestamp Manipulation for Digital Forensic Investigation” (Oh et al.)
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BPFroid: Robust Real Time Android Malware Detection Framework” (Agman et al.)
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HHOIS S| bpftraceS A5 CHe2C I S22 HIHY 3

“ADBE &9l ¢tE=0|E 7|7|2| A3l Lt S ==l = A &
*AZAHLYE bpftools(bpftrace)t r=oiA| =l 25| Y-E ADBE &5l 0|ls Al
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2 ExtendedAndroidTools Fubt

 main = I Y Branch T 0 Tags

. michalgr thable 16k pages for wbb o and aimad.  +"

B githubfwerkilows

ExtendedAndroid Tools A2 HZH 0]

# Build the Docker image aca = # |E:
./scripts/build-docker-image.sh [a_D ] - |'|' 1d [ ammu _drodps

(alg
# Run the environment = [ 2
./scripts/run-docker-build-env.sh

# Build a target of your choice from within the container
> make python
> make bpftools

QACZOIEE eBPF & ClHA =7
Galaxy A23N ExtendedAndroidTools, Android Debug
Android 14 bpftrace Bridge 1.0.41
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< /bpftrace -| HHOE S5t0 A AFE7ISH S(hook) X|E=Z =20l
+Ot2ff HHOIE S5l bpftrace &
./bpftrace —e "uprobe:/system/lib64/libc.so:settimeofday{
printf("PID: %d\n", pid); printf("COM: %s\n", comm);
printf("TID: %d\n", tid); printf("UID: %d\n", uid);

system("cat /proc/%d/cmdline", pid);
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A|AE! M7 oH date toybox date hwclock
PID 1318 13065 17150 13061
Com binder:1318 7 date toybox hwclock
TID 2429 13065 17150 13061
uiD 1000 0 0 0
Cmdline system_server X X X

AlZHHZE B =X Hd HHO]
NI R RS s binder:1318 7
date s date
toybox date ts toybox
hwclock —s ts hwclock
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